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WHAT CLAIMED IS: 

u 1 . An integrated security and 
ommuni oat ions system comprising: 

\ a security controller having at least 

one sensory input, at least one alarm output and at 
least one control signal input/output port ; 

\ a control interface operatively 
connected to\said at least one control signal input/ 
output port ; and 

\a communications unit connected to a 
communication channel for providing at least one 
communication function, a first communication port for 
connection to one\of said at least one control signal 
input/output port ^of said security controller for 
providing at least tone of said at least one 
communication function to a user at said control 
interface, and a second communication port for 
connection to a communication device at which said at 
least one communication^ function is provided to said 
user. \ 

2. The system of claim 1 wherein: 

said communication channel comprises' a 
telephone line; and \ 

said communication device comprises a 
telephone. \ 

3 . The system of claim 2 wherein said at 
least one communication functiom comprises telephony. 

4. The- system of claim 1 wherein: 

said communication channel comprises an 
Internet connection; \ 

said communication device comprises a 
computer; and \ 



\ said at least one communication function 
comprises Innernet access. 

5 . Vrhe system of claim 1 wherein said 
communication unit provides at least one function of 
said control interface at said communication device. 

6. A security system for monitoring user 
premises, said sysftem comprising: 

at least one sensor ; 

at least one alarm output device; 

at least one user control interface; 

a system controller connected to said 
sensor, said output device and said user control 
interface, said at least one user control interface 
being used by a user to\ enter commands affecting a 
state of said system, said system, when said state 
indicates that said system is active, monitoring said 
at least one sensor and output ting an alarm on said 
alarm output device when said at least one sensor 
indicates that an alarm condition exists; and 

a telephone interface unit connected to 
said controller and a telephone line for providing 
voice mail functionality including one or more of 
message retrieval, message waYting indication, and 
message header indication; wherein: 

said voice mail\f unctionality is 
accessible at at least one of said at least one user 
control interface; \ 

access to said voice mail functionality 
is restricted based on said state\of said system, said 
voice mail functionality being accessible when said 
state is consistent with presence ©f an authorized user 
on said premises; \ 

said system further having a plurality 
of authorized users, and having an authorization unit 



at said at least one user control interface for 
uniquely identifying each of at least one of said 
authorized users, wherein: 

\a particular one of said at least one 
authorized useri initiates said state consistent with 
presence of an authorized user by activating said 
authorization unit using an indicium unique to said 
particular authorized user; and 

said telephone interface unit presents 
for access, at saiu user control interface, only voice 
mail functions for Which said particular authorized 
user is authorized. \ 

7. The security system of claim '6 wherein: 
said authorization unit comprises a 

keypad at said user control interface ; 

said indicium comprises a respective 
passcode unique to each\said at least one authorized 
user; and \ 

said activating of said authorization 
unit comprises entering said passcode on said keypad. 

8. The securit A system of claim 6 wherein: 
said authorization unit comprises a 

receiver at said user control interface; 

said indicium ^comprises a respective 
transmitter uniquely coded toVeach said at least one 
authorized user; and \ 

said activating of said authorization 
unit comprises actuating said transmitter within 
communication range of said receiver. 

9. The security systermof claim 8' wherein 
said receiver and said coded transmitter are wireless. 



10. The security system of claim 6 wherein: 



\ said authorization unit comprises a 
token reader at said user control interface; 

\ said indicium comprises a respective 
coded token unique to each said at least one authorized 
user; and \ 

said activating of said authorization 
unit comprises presenting said token to said token 
reader. \ 

11. TheXsecurity system of claim 6 wherein 
said voice mail functionality is activated 
automatically upon entry of said system into said state 
consistent with presence of an authorized user on said 
premises. \ 

12 . The security system of claim 6 wherein 
said telephone interf ace\ unit further comprises a 
remote access unit through which a user remotely 
controls, during a single\telephone call session to 
said system from a remote Vocation, both (a) at least 
one security system control\ function, and (b) at least 
one voice mail function. \ 

13 . The security system of claim 6 further 
comprising at least one telephone set connected to said 
telephone line; wherein: \ 

said voice mail functionality comprises 
playback of an outgoing message \o an incoming caller ; 

said telephone interface unit further 
provides a call screening function at at least one of 
(a) said at least one telephone sen, and (b) said at 
least one user control interface, said user control 
interface including a speaker; and \ 

said call screening function is full- 
duplex, allowing said incoming callerXto speak an 
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announcement that is audible at said speaker during 
said playback of said outgoing message. 

14 .\ The security system of claim 6 further 
comprising at\ least one telephone set connected to said 
telephone lineV* wherein: 

^said telephone interface unit further 
provides an aurkl indication at said at least one 
telephone set when a voice mail message has been 
received and is ^waiting playback. 
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15. The\ security system of claim. 6 further 
comprising at leasd one telephone set connected to said 
telephone line, sai& least one telephone set having a 
ringer; wherein: 

said i\ser control interface includes a 

speaker; and 

said telephone interface unit further 

provides : 

a privacy function whereby said ringer 
can be deactivated under\ control of a user, and 

as part ofi said privacy function, a 
privacy breakthrough function whereby a caller issues a 
command when said privacy function is active for 
broadcasting a message on said speaker. 



16. The security system of claim 6 wherein 
said voice mail functionality^ includes a toll saver 
feature controlled by said sts^te of said system. 



17. The security sysnem of claim 16 wherein 
said toll saver feature is active only when said state 
of said system indicates absence \pf authorized users 
from said premises. 
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181 The security system of claim 17 wherein 
said toll saier feature can further be controlled by a 
user at.saidluser control interface. 
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19. \ The security system of claim 18 further 
comprising at \least one telephone set connected to said 
telephone line\ wherein : 

said toll saver feature can be 
controlled by a\user at at least one of said at least 
one telephone se\ 

20. Th$ security system of claim- 6 wherein 
said telephone interface unit further comprises: 

a calling party identification unit for 
displaying calling p»arty identification data, said 
calling party identification data being displayed at 
said user control interface; and 

a distinctive ringing generator 
responsive to said calling party identification data 
for generating a distinctive ringing signal different 
from a standard incoming ringing signal based on said 
calling party identification data. 



21. The security system of claim 20 wherein 
said distinctive ringing generator generates a first 
number of distinctive ringing signals, each distinctive 
ringing signal in said f irst\ number of distinctive 
ringing signals identifying At least one preselected 
calling party from a second number of preselected 
calling parties. 



22. The security system of claim 21 wherein 
said first number is equal to saaki second number, 
whereby each distinctive ringing signal is associated 
with a unique preselected calling party.. 



• 
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23. Vrhe security system of claim 21 wherein 
said first number is less than said second number, 
whereby each distinctive ringing signal is associated 
with a plurality\of said preselected calling parties. 
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24. Thk security system of claim 21 wherein 
said distinctive i\inging generator comprises a ringing 
signal interrupter \ for interrupting said standard 
incoming ringing siVjnal in a second number of ways 

5 equal to said seconfl number of distinctive ringing 
signals, to produce ^paid second number of distinctive 
ringing signals. 

25. The security system of claim 20 wherein 
said distinctive ringing generator comprises a ringing 
signal interrupter f or \interrupting said standard 
incoming ringing signal\to produce said distinctive 

5 ringing signal. 
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26. The security system of claim 6 wherein 
said telephone interface unit further comprises : 

a calling party identification unit for 
displaying calling party icfent if ication data, said 
calling party ident if icatioi\ data being displayed at 
said user control interface ,- 

memory for sto' 
paging a user when said calli 
data identifies one of at leas 
party; and 

a processor for abting on said 
instructions and placing a call tV> a user's pager when 
said calling party identification \data identify one of 
said at least one particular calling party. 



g instructions for 
party identification 
one particular calling 



27. The security system of claim 6 further 
comprising at least one telephone set\connected to said 
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telephone linp through said telephone interface unit; 
wherein : 

at least one of said at least one user 
control interface comprises a speaker; 

said telephone interface unit further 
comprises a public address function; whereby, when a 
user issues a command at said telephone set: 
10 s^id telephone set is disconnected from 

said telephone lifie and connected to said speaker of 
said at least one pf said at least one user control 
interface . 

28. The security system of claim 27 wherein 
said telephone set is\ connected to said speaker of each 
said at least one of s^aid at least one user control 
interface . 



W 



29. The security system of claim 27 wherein, 
on command of said user, \ said telephone set is 
connected to said speaker^ of any one or more of said at 
least one of said at lease one user control interface. 



30. The security^ system of claim 27 wherein, 
when said user issues said command at said telephone 
set, said telephone interface unit maintains said 
telephone line in an off-hooK condition while said 
5 public address function is in\use. 



31. The security syatem of claim 6 further 
comprising at least one telephone set connected to said 
telephone line through said telephone interface unit; 
wherein : 

at least one of saiVl at least one user 
control interface comprises a microphone; 
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said telephone interface unit further 
comprises a\ room monitor function; whereby, when a user 
issues a coi^mand at said telephone set: 

said telephone set is disconnected from 
said telephone line and connected to said microphone of 
said at least\ one of said at least one user control 
interface . 
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32 . 

comprising at I 
telephone line 
wherein : 



^The security system of claim 6 further 
ast one telephone set connected to said 
rough said telephone interface unit; 



at\ 



least one programmable parameter of 
said security sys&em is programmable: 

(a) \at said at least one user control 

interface ; 

(b) at said connected telephone set; and 

(c) remotely by calling into said system 
on said telephone lii 



33. The sedurity system of claim 32 wherein: 
there are a plurality of said 

programmable parameters^ and 

only a subset of said plurality of 

programmable parameters Vs programmable remotely. 
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34. The security system of claim 6 further 
comprising at least one user-controlled processor 
connected via a modem to said telephone line through 
said telephone interface unit; wherein: 

at least one programmable parameter of 
said security system is programmable; 

said telephone \interf ace unit includes a 
control signal detector for detecting control signals 
sent from said user- controlled processor through said 
modem; whereby: 
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^responsive to said control signals from 
said user-contr©lled processor, said telephone 
interface unit (disconnects from said telephone line and 
enters a user-comtrolled mode. 

35. The security system of claim 34 wherein 
in said user-cont soiled mode said user-controlled 
processor perf orms\ any one of: 

programming said at least one 
5 programmable parameter of said security system; 

downloading voice mail messages received 
as part of said voice mail functionality from said 
telephone interface i\nit to said user-controlled 
processor; and 

10 uploading voice prompts composed at said 

user-controlled processor to said telephone interface 
unit . 

36. The security system of claim 34 wherein 
said user-controlled prqcessor comprises a personal 
computer . 

37. The security system of claim 6 wherein: 
said telepl^pne line has central office 

voice mail associated therewith; and 

said voice mail functionality comprises 
5 indicating a central of f ice Voice message waiting. 

38. The security system of claim 37 wherein 
said indicating central of fice\ message waiting 
comprises providing an indication at said user control 
interface . 

39. The security systefo of claim 38 wherein 
said indication at said user control interface is 
visual . 
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40. \ The security system of claim 38 wherein 
said indication at . said user control interface is 
aural . 
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41. \The security system of claim 37 further 
comprising at least one telephone set connected to said 
telephone line; Wherein: 

said indicating central office message 
5 waiting comprise^ providing an indication at said 
telephone set . 

42. The\ security system of claim 41 wherein 
said indication at \said telephone set is aural. 

43. The security system of claim 41 wherein: 
said telephone set includes a visual 

indicator; and 

said indication at said telephone set is 

5 visual. 



44. The seciirity system of claim 6 wherein 
said telephone interface unit further comprises a 
remote access unit throubh which a user controls at 
least one security systenj control function via said 

5 telephone line. 

45. The security system of claim 44 wherein 
said user, through said remote access unit, controls 
said at least one security system function from a 
telephone at a remote location by calling into said 

5 telephone line from said remoue location. 



46. The security system of claim 44 further 
comprising at least one telephon^ set connected to said 
telephone line; wherein: 



\ said user, through said telephone 
interface unit\ controls said at least one security 
system function from said telephone set. 

47. Tide security system of claim 6 further 
comprising at least one telephone set connected to said 
telephone line; wherein: 

said telephone interface unit monitors 
said telephone line and, when an outgoing telephone 
call is placed on said at least one telephone set, logs 
said outgoing telephone call. 

48. The Security system of claim 47 wherein: 
said telephone interface unit comprises 

memory for storing data identifying numbers to which 
outgoing calls are restricted; and 

when aa outgoing call is placed on said 
telephone set to one oyE said numbers to which outgoing 
calls are restricted, said telephone interface unit 
prevents said outgoing tall from being completed. 

49. The secuitLty system of claim 48 wherein: 
said memory further stores at least one 

user code; and \ 

when said iiser code is entered during 
said outgoing call, said tlelephone interface unit 
allows said outgoing call to be completed to one of 
said numbers to which outgqing calls are restricted. 

50. The security system of claim 6 wherein 
said user control interface As connected to an external 
data network for at least one\of (a) sending, and 

(b) receiving., data. \ 



51. The security system of claim 50 wherein: 
said data comprise electronic mail; and 
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access to said electronic mail is 
restricted b&sed on said state of said system. 

52 . \ The security system of claim 51 wherein 
said electronic mail is accessible when said state is 
consistent witp presence of an authorized user on said 
premises . 

53 . The security system of claim 52 having a 
plurality of authorized users, wherein: 

w\ien a particular authorized user 
initiates said snate consistent with presence of an 
authorized user by activating said authorization unit, 
said user control interface presents, for access at 
said user control Interface, only electronic mail 
addressed to said pVrticular authorized user. 

54. The security system of claim 53 wherein: 
said authorization unit comprises a 

keypad at said user qpntrol interface; 

said indicium comprises a passcode 
5 unique to said particular authorized user; and 

said acVivation of said authorization 
unit comprises entry on said passcode at said keypad. 

55. The security system of claim 53 wherein: 
said authorization unit comprises a 

receiver; 

said indicium comprises a transmitter 
5 coded uniquely to said particular authorized user; and 

said activation of said authorization 
unit comprises activation of\ said coded transmitter in 
communication range of said neceiver. 



56. The security system of claim 55 wherein 
said receiver and said coded transmitter are wireless. 



The security system of claim 53 wherein: 
said authorization unit comprises a 

token reader; 

said indicium comprises a token coded 
uniquely to sad\d particular authorized user; and 

;aid activation of said authorization 
unit comprises presentation of said coded token to said 
reader . 

58 . Thfe security system of claim 52 having a 
plurality of authorized users, wherein: 

when a particular authorized user 
initiates said stane consistent with presence of an 
authorized user by activating said authorization unit 
using an indicium unique to said particular authorized 
user, said user control interface presents access, at 
said user control interface, to electronic mail message 
sending from said particular authorized user. 
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59. The security system of claim 58 wherein: 
said authorization unit comprises a 

keypad at said user control interface; 

said indicium comprises a passcode 
unique to said particular authorized user; and 

said presentation of said indicium 
comprises entry of said passcode at said keypad. 

60. The security^ system of claim 5 8 wherein: 
said authorization unit comprises a 

receiver; 



said indicium comprises a transmitter 
:icuiSc 



coded uniquely to said particular authorized user; and 

said activation \f said authorization 
unit comprises activation of saio\coded transmitter in 
communication range of said receiver. 




said 



Si- 
receiver 



The security system of claim 6 0 wherein 
.nd said coded transmitter are wireless. 



62. \The security system of claim 58 wherein: 
said authorization unit comprises a 

token reader; 

skid indicium comprises a. token coded 
uniquely to said\particular authorized user; and 

salld activation of said authorization 
unit comprises presentation of said coded token to said 
reader . 

63. The ^security system of claim 50 wherein: 
said\data comprise electronic mail; 
said System has at least one authorized 

user; and 

when o\e of said at least one authorized 
user enters a security\ system command at said user 
control interface by activating said authorization 
unit, said user control \interf ace sends an electronic 
mail message to a predetermined recipient advising of 
said entry of said commarJid by said one of said at least 
one authorized user. 

64. The security^ system of claim 63 wherein: 
said authorisation unit comprises a 

keypad at said user control Interface; 

said indicium comprises a passcode 
unique to said one of said at \_east one authorized 
user; and 

said activation of said authorization 
unit comprises entry of said pasacode at said keypad. 



65. The security system^of claim 63 wherein: 



- 62 

sVid authorization unit comprises a 

receiver; 

saAd indicium comprises a transmitter 
5 coded uniquely to $aid one of said at least one 
authorized user; ai 

said\ activation of said authorization 
unit comprises activation of said coded transmitter in 
communication range of said receiver. 

66. The security system of claim 65 wherein 
said receiver and said coded transmitter are wireless. 

67. The security system of claim 63 wherein: 
said authorization unit comprises a 

token reader; 

said indi&ium comprises a token coded 
5 uniquely to said one of said at least one authorized 
user; and 

said activation of said authorization 
unit comprises presentation of said coded token to said 
reader . 

68. The security System of claim 50 wherein: 
said external fiata network is the 



Internet ; 



user; and 



said data comprise World Wide Web pages; 
said system has at least one authorized 



when one of said at least one authorized 
user enters a security system comnvand at said user 
control interface by activating saira authorization 
10 unit, said system retrieves a Worldwide Web page 

directed to said one of said at least one authorized 
user and displays said World Wide Web\page at said user 
control interface . 
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69. The\ security system of claim 68 wherein: 
saiq authorization unit comprises a 

keypad; 

said VLndicium comprises a passcode 
5 unique to said one oJ^ said at least one authorized 
user; and 

said activation of said authorization 
unit comprises entry df said passcode at said keypad. 
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70. The security system of claim 68 wherein: 
said authorization unit comprises a 

receiver; 

said indicium comprises a transmitter 
5 coded uniquely to said ope of said at least one 
authorized user; and 

said activation of said authorization 
unit comprises activation! of said coded transmitter in 
communication range of said receiver. 



71. The security system of claim 70 wherein 
said receiver and said coded transmitter are wireless. 



72. The security ^system of claim 70 wherein: 
said transmitter is encoded with 

multiple codes; 

said activatioA of said authorization 
5 unit comprises activation of a\selected one of said 
multiple codes by said one of s^id at least one 
authorized user; and 

said system retrieVes a different World 
Wide Web page based on which of sa^Ld multiple codes has 
10 been selected. 



73. The security system of\ claim 68 wherein: 
said authorization unit\comprises a 

token reader ; 



\said indicium comprises a token coded 
uniquely to saiij one of said at least one authorized 
user; and 

skid activation of said authorization 
unit comprises presentation of said coded token to said 
reader . 

74. Thfe security system of claim 5 0 wherein: 
sa\d system has at least one authorized 

user; 

onei of said at least one authorized user 
enters a security system command at said user control 
interface by activating said authorization unit; 

saidl external data network is the 

Internet; and 

said ^activation of said authorization 
unit logs said one of said at least one authorized user 
onto the Internet at Baid user control interface. 

75. The security system of claim 50 wherein: 
said system has at least one authorized 

user; 

one of Sciid at least one authorized user 
enters a security systenA command at said user control 
interface by activating s\aid authorization unit using 
an indicium unique to said one of said at least one 
authorized user; \ 

said one of \said at least one user uses 
said external data network fco access a financial 
institution to perform a financial transaction; 

said indicium Vs registered with said 
financial institution as an identifier of said one of 
said at least one authorized user; and 

said indicium isNsent to said financial 
institution as part of said financial transaction. 
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76. TheXsecurity system of claim 50 wherein 
functions of said system are remotely accessible via 
said external data network. 

77. The security system of claim 5 0 wherein: 
said ^stem transmits security data 

signals to a central communication station via said 
external data network land said alternate channel and 
awaits acknowledgment thereof; and 

when said acknowledgment arrives from a 
first one of said external data network and said 
alternate channel, said\ system terminates transmission 
of said security data on a second one of said external 
data network and said alternate channel. 

78. The security system of claim 77 wherein: 
one of saici external data network and 

said alternate channel normally operates faster than 
another of said external daca network and said 
alternate channel; and \ 

said system begins transmission of said 
security data signals on said\one of said external data 
network and said alternate channel before beginning 
transmission of said security data signals on said 
another of said external data network and said 
alternate channel. \ 

79. The security system of claim 77 further 
comprising a firewall between saidXuser control 
interface and said external data network; wherein: 

said firewall allows Y>nly communication 
originating at said system and prevents communication 
originating on said external data network; and 

to receive said acknowledgment from said 
central communication station, said system initiates 
communication with said external data network so that 
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10 said firewall allow© said communication, said initiated 
communication including a query to said external data 
network for said acknowledgment to be communicated from 
said central communication station to said system. 

80. The security system of claim 7 9 wherein 
said query to said external network comprises a query 
to said central communication station. 

81. The security system of claim 77 wherein 
said alternate channel! is said telephone line. 

82. The security system of claim 50 wherein: 
said sysnem transmits security data 

signals to a central communication station via a 
plurality of channels; arid 
5 when said Acknowledgment arrives from a 

first one of said pluralitV of channels, said system 
terminates transmission of\said security data on each 
other one of said plurality\of channels. 

83. The security system of claim 82 wherein: 
one of said plurality of channels 

normally operates faster than\others said plurality of 
channe 1 s ; and \ 
5 said system begins transmission of said 

security data signals on said one of said plurality of 
channels before beginning transmission of said security 
data signals on said others of sa\d plurality of 
channels. \ 

84. The security system of claim 50 wherein 
said system accepts commands from a user via said 
external data network. \ 
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83. The security system of claim 84 further 
comprising a\ firewall between said user control 
interface and\ said external data network; wherein: 

said firewall allows only communication 
originating at\ said system and prevents communication 
originating on\said external data network; and 

:o receive said commands from said user, 
said system initiates communication with said external 
data network so that said firewall allows said 
communication, said initiated communication including a 
query to said exnernal data network for commands issued 
by said user to be communicated from said external data 
network to said system. 

86. The \security system of claim 50 wherein 
said system sends security data signals to 
predetermined recipients via said external data 
network . 



87. The security system of claim 50 
comprising more than oi\e of said user control 
interface, each said us&r control interface functioning 
as an independent terminal of said external data 
network . 
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88. The security system of claim 50 further 
comprising a firewall between said user control 
interface and said external tiata network; wherein: 

said firewall Allows only communication 
originating at said system and prevents communication 
originating on said external data network; and 

to receive data, \said system initiates 
communication with said external\data network so that 
said firewall allows said communication, said initiated 
communication including a query toXsaid external data 
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network for\data sought to be communicated from said 
external data network to said system. 
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8 9. \ A security system for monitoring user 
premises, said\ system comprising: 

t least one sensor ; 
t least one alarm output device ; 

least one user control interface; and 
a\system controller connected to said 
sensor, said outp\it device and said user control 
interface ; wherei 

at u_ east one °f said at least one user 
control interface As connected to an external data 
network for at leas\: one of (a) sending, and 
(b) receiving, data 



90. The security system of claim 89 wherein 
said data comprise electronic mail. 

91. The security system of claim 8 9 wherein 
said at least one user control interface: 

is used by a user to enter commands 
affecting a state of said\system, said system, when 
said state indicates that ^said system is active; and 

monitors saAd at least one sensor and 
outputs an alarm on said alarm output device when said 
at least one sensor indicates that an alarm condition 
exists . 



92. The security system of claim 91 wherein: 
said data comprise electronic mail; and 
access to said electronic mail is 
restricted based on said state of\ said system. 



said 



93 . The security system 
electronic mail is accessible 



f claim 92 wherein 
hen said state is 



\ 
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consistent with presence of an authorized user on said 
premises . 
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94. The security system of claim 93 having a 
plurality of\ authorized users, and having an 
authorization unit for uniquely identifying each of at 
least one of paid authorized users, wherein: 

a particular authorized user initiates 
said state consistent with presence of an authorized 
user by activating said authorization unit using an 
indicium unique\to said particular authorized user; and 

said user control interface presents for 
10 access at said uaer control interface only electronic 
mail addressed to\said particular authorized user. 

95. The\security system of claim 94 wherein; 
saicl\user control interface comprises a 

keypad; 

said indicium comprises a respective 
passcode unique to ea\ph said at least one authorized 
user; and 

said activating of said authorization 
unit comprises entry of\ said passcode at said keypad. 



96. The security system of claim 94 wherein: 
said user pontrol interface comprises a 

receiver; 

said indicium comprises a respective 
transmitter uniquely coded \o each of said at least one 
authorized user; and 

said activating of said authorization 
unit comprises activation of said coded transmitter in 
communication range of said receiver. 



97. The security system of claim 96 wherein 
said receiver and said coded transmitter are wireless. 
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98. \ The security system of claim 94 wherein: 
said user control interface comprises a 

token reader ; 

\said indicium comprises a token uniquely 
coded to each of said at least one authorized user; and 

feaid activating of said authorization 
unit comprises presentation of said coded token to said 
reader. 
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99. The security system of claim 93 having a 
plurality of authorized users, and having an 
authorization unit\ for uniquely identifying each of at 
least one of said Authorized users, wherein: 

a particular authorized user initiates 
said state consistent with presence of an authorized 
user by activating said authorization unit using an 
indicium unique to said particular authorized user; and 

said user control interface presents 
access at said user ccmtrol interface to electronic 
mail message sending fijom said particular authorized 
user . 



100. The security system of claim 99 wherein: 
said user \control interface comprises a 

keypad; 

said indicikm comprises a respective 
passcode unique to each of \^aid at least one authorized 
user; and 

said activation of said authorization 
unit indicium comprises entry\of said passcode at said 
keypad. 



101. The security syshem of claim 99 wherein: 
said user control\interf ace comprises a 
receiver; \ 
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said indicium comprises a respective 
5 transmitted uniquely coded to each of said at least one 
authorized ^ser; and 

said activation of said authorization 
unit comprises activation of said coded transmitter in 
communicat ion \range of said receiver. 

102. Vrhe security system of claim 101 wherein 
said receiver and said coded transmitter are wireless. 

103. T$e security system of claim 99 wherein: 
saUd user control interface comprises a 

token reader; \ 

said indicium comprises a respective 
token uniquely code$ to each of said at least one 
authorized user; and\ 

said activation of said authorization 
unit comprises presentation of said coded token to said 
reader . 
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104. The security system of claim 89 wherein: 
said data\ comprise electronic mail; 
said system has at least one authorized 
user, and has an authorization unit for uniquely 
identifying each of at leal^t one of said authorized 
users; and 

when one of said at least one authorized 
user enters a security system command at said user 
control interface by activating said authorization unit 
using an indicium unique to said one of said at least 
one authorized user, said user\control interface sends 
an electronic mail message to a\ predetermined recipient 
advising of said entry of said command by said user. 



105. The security system of claim 104 
wherein: \ 



\ said user control interface comprises a 

keypad\ 

\ said indicium comprises a respective 

passcode Ymique to each of said at least one authorized 
user; and\ 

\ said activation of said authorization 
unit comprises entry of said passcode at said keypad. 

106. The security system of claim 104 
wherein: \ 

\said user control interface comprises a 
receiver; \ 

said indicium comprises a respective 
transmitter uniquely coded for each of said at least 
one authorized user; and 

saicA activation of said authorization 
unit comprises activsation of said coded transmitter in 
communication range of said receiver. 

107. The security system of claim 106 wherein 
said receiver and said\coded transmitter are wireless. 

108. The security system of claim 104 

wherein : 

said user dpntrol interface comprises a 

token reader; 

said indiciutn comprises a token uniquely 
coded to each of said at least one authorized user; and 

said activation of said authorization 
unit comprises presentation oi^ said coded token to said 
reader . 

10 9. The security systW of claim 8 9 wherein: 
said external data\ network is the 

Internet ; 

said data comprise World Wide Web pages; 



said system has at least one authorized 
user, and\has an authorization unit for uniquely 
identifying each of at least one of said authorized 
users; and 

when one of said at least one authorized 
user enters k security system command at said user 
control interface by activating said authorization unit 
using an indicium unique to said one of said at least 
one authorized user , said system retrieves a World Wide 
Web page direcned to said one of said at least one 
authorized user\and displays said World Wide Web page 
at said user control interface. 

110. The\ security system of claim 109 

wherein: 

said\user control interface comprises a 

keypad; 

said indicium comprises a respective 
passcode unique to each of said at least one authorized 
user; and 

said activation of said authorization 
unit comprises entry of said passcode at said keypad. 



111. The security system of claim 109 

wherein: 

said user cdntrol interface comprises a 

receiver; 

said indicium\ comprises a respective 
transmitter uniquely coded fo\ each of said at least 
one authorized user; and 

said activation V>f said authorization 
unit comprises activation of sai\d coded transmitter in 
communication range of said receiver, 



said 



112 . 
receiver 



The security system\of claim 111 wherein 
and said coded transmitter are wireless. 
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113 . The security system of claim 111 
wherein: \\ 

\ . said respective transmitter is encoded 
with multiple codes; 

\ said activation of said authorization 
unit comprises activation of a selected one of said 
multiple codee by said one of said at least one 
authorized usar; and 

\said system retrieves a different World 
Wide Web page based on which of said multiple codes has 
been selected. \ 

114. The security system of claim 109 
wherein: \ 

saiAuser control interface comprises a 
token reader; \ 

said Indicium comprises a respective 
token uniquely coded for each of said at least one 
authorized user; and \ 

said acqivation of said authorization 
unit comprises presentation of said coded token to said 
reader . \ 

115. The securitV system of claim 8 9 wherein: 
said systemYhas at least one authorized 

user, and has an authorization unit for uniquely 
identifying each of at least\one of said authorized 
users; \ 

one of said atVLeast one authorized user 
activates said authorization unit using an indicium 
unique to said one of said at least one authorized 
user; \ 

said external data\network is the 
Internet; and \ 
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said activation of said authorization 
unit logs\said one of said at least one authorized user 
onto the niternet at said user control interface. 



ft 

iii 



10 



15 



15.6. The security system of claim 8 9 wherein: 
said system has at least one authorized 
user, and haA an authorization unit for uniquely 
identifying ea^ch of at least one of said authorized 
users ; 

one of said at least one authorized user 
enters a security system command at said user control 
interface by activating said authorization unit using 
an indicium uniqu^ to said one of said at least one 
authorized user; 

said\one of said at least one user uses 
said external data network to access a financial 
institution to perform a financial transaction; 

said indicium is registered with said 
financial institution as an identifier of said one of 
said at least one authorized user; and 

said indicium is sent to said financial 
institution as part of skid financial transaction. 



117. The security system of claim 8 9 wherein 
functions of said system are remotely accessible via 
said external data network.* 



118. The security system of claim 8 9 wherein: 
said system transmits security data 
signals to a central communication station via said 
external data network and an alternate channel and 
awaits acknowledgment thereof; and 

when said acknowledgment arrives from a 
first one of said external data network and said 
alternate channel, said system terminates transmission 
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of said security data on a second one of said external 
data network and said alternate channel. 



m 

Q 

m 



115. The security system of claim 118 

wherein : 

one of said external data network and 
said alternate \channel normally operates faster than 
another of saidvexternal data network and said 
alternate channel; and 

saM-d system begins transmission of said 
security data signals on said one of said external data 
network and said alternate channel before beginning 
10 transmission of saia security data signals on said 
another of said external data network and said 
alternate channel . 

12 0. The seaurity system of claim 118 further 
comprising a firewall E&etween said user control 
interface and said external data network; wherein: 

said firdwall allows only communication 
5 originating at said system and prevents communication 
originating on said external data network; and 

to receive isaid acknowledgment from said 
central communication statAon, said system initiates 
communication with said external data network so that 
10 said firewall allows said communication, said initiated 
communication including a queVy to said external data 
network for said acknowledgment to be communicated from 
said central communication staftion to said system. 



121. The security system of claim 120 wherein 
said query to said external network comprises a query 
to said central communication stanion. 



122 . The security system of claim 118 wherein 
said alternate channel is said telephone line. 
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12>3 . The security system of claim 118 

wherein : 

said system transmits security data 
signals to a dentral communication station via a 
plurality of channels; and 

When said acknowledgment arrives from a 
first one of said plurality of channels, said system 
terminates transmission of said security data on each 
other one of saim. plurality of channels. 

124. Th^ security system of claim 123 

wherein : 

one bf said plurality of channels 
normally operates faster than others of said plurality 
of channels; and \ 

said svstem begins transmission of said 
security data signals on said one of said plurality of 
channels before beginnjing transmission of said security 
data signals on said others of said plurality of 
channels . 

125. The security system of claim 89 wherein 
said system accepts commands from a user via said 
external data network. 
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126. The security \system of claim 125 further 
comprising a firewall between said user control 
interface and said external data network; wherein: 

said firewall Allows only communication 
originating at said system and prevents communication 
originating on said external dana network; and 

to receive said commands from said user, 
said system initiates communication with said external 
data network so that said firewall\ allows said 
communication, said initiated communication including a 
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query to said external data network for commands issued 
by said user to\be communicated from said external data 
network to said Wstem. 

127. TheXsecurity system of claim 89 wherein 
said system sends security data signals to 
predetermined recipients via said external data 
network . \ 

128. The security system of claim 89 
comprising more than one of said user control 
interface, each said user control interface functioning 
as an independent terminal of said external data 
network. \ 

129. The securioy system of claim 89 further 
comprising a firewall between said user control 
interface and said external data network; wherein: 

said firewall allows only communication 
originating at said system and prevents communication 
originating on said external\data network; and 

to receive data, said system initiates 
communication with said external data network so that 
said firewall allows said communication, said initiated 
communication including a quer^A to said external data 
network for data sought to be communicated from said 
external data network to said system. 

130. A secure communications system 
comprising: \ 

a first communication station connected 
to a communication medium; \ 

a central communication station 
connected to said communication medium^- and 

at least a second communication station 
connected to said communication medium; therein: 
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10 communication; 
station is ii 
station; 
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all communication between said first 
station and said central communication 
.tiated by said first communication 



communication between said first 
communication Station and said second communication 
15 station is established by leaving a message for said 
first communication station at said central 
communication sqation indicating communication is 
desired between feaid first communication station and 
said second communication station; and 
2 0 wtien said first communication station 

initiates communication with said central communcation 
station, said first communication station receives said 
message for said first communication station, maintains 
its initiated communication with said central 
25 communication station and instructs said central 

communication station to relay communications between 
said first communication station and said second 
communication station J 



131. The secure communications system of 
claim 130 wherein said message for said first 
communication station is \lef t by said second 
communication station. 

132 . The secure dommuni cat ions system of 
claim 13 0 wherein said message for said first 
communication station is left by said central 
communication station . 



133. The secure communications system of 
claim 13 0 wherein: \ 

_ said first cotnmurkcation station 
includes a first firewall betweenv said first 
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communication station and said communication medium; 
and 

said first firewall allows only 
communicatidpi originating at said first station and 
prevents communication originating on said 
communicat ion\ medium . 
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134 . \The secure communications system of 
claim 13 0 wherein: 

iaid first communication station further 
comprises a first station encryption processor for 
5 encrypting and decrypting communications using a first 
digital key identified with said first station; 

sa3\d central communication station 
further comprises 

a central encryption processor for 
10 encrypting and decrypting communications using a 
digital key, and 

key meVnory for storing said first 
digital key and associating said stored first digital 
key with said first communication station; 
15 said first communication station uses 

said first station encryption processor to encrypt with 
said first station digital key each communication sent 
to said central communication station, and to decrypt 
with said first station digital key each communication 
20 received from said central\ communication station; and 

said central communication station uses 
said central encryption processor to encrypt with said 
first station digital key each communication sent to 
said first communication stauion and to decrypt with 
25 said first station digital kev each communication 
received from said first communication station. 



135. The secure communications system of 
claim 134 wherein: 
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\ all cotnmunication between said second 

communication station and said central communication 
station Vs initiated by said second communication 
station; \ 

\ communication between said second 
communication station and said first communication 
station is established by leaving a message for said 
second communication station at said central 
communication\station indicating communication is 
desired between said second communication station and 
said first communication station; and 

when said second communication station 
initiates communication with said central communcation 
station, said second communication station receives 
said message for aaid second communication station, 
maintains its initiated communication with said central 
communication statipn and instructs said central 
communication station to relay communications between 
said first communication station and said second 
communication station. 

136. The secure communications system of 
claim 135 wherein saidvmessage for said second 
communication station is left by said first 
communication station. \ 

137. The secure\ communications system of 
claim 135 wherein said message for said second 
communication station is left by said central 
communication station. \ 

138. The secure coiWunications system of 
claim 135 wherein: \ 

said second combunication station 
includes a second firewall between said second 
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communication station and said communication medium; 
and 

said second firewall allows only 
communication originating at said second station and 
prevents communication originating on said 
communication medium. 
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13 S\. The secure communications system of 
claim 135 wherein: 

said second communication station 
further comprises a second station encryption processor 
5 for encrypting Vand decrypting communications using a 
second digital key identified with said second station; 

said key memory of said central 
communication station further stores said second 
digital key and associates said stored second digital 
10 key with said second communication station; 

said\second communication station uses 
said second station encryption processor to encrypt 
with said second staqion digital key each communication 
sent to said central communication station, and to 
15 decrypt with said second station digital key each 

communication received uirom said central communication 
station; and 

said central communication station uses 
said central encryption pVocessor to encrypt with said 
20 second station digital ke^c each communication sent to 
said second communication fetation and to decrypt with 
said second station digital\key each communication 
received from said second cojnmunication station. 



140. The secure communications system of 
claim 13 9 wherein: 

said first communication station is a 
premises alarm system; and 
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\ said second communication station is a 
central alarA monitoring station. 

141. Yrhe secure communications system of 
claim 139 wherein: 

said first communication station is a 
first premises^alarm system; and 

said second communication station is a 
second premises alLarm system. 

142 . The\ secure communications system of 
claim 13 9 wherein: \ 

saidAfirst communication station is a 
premises alarm system; and 

said second communication station is a 
remote communications! terminal . 

143 . The secure communications system of 
claim 13 0 wherein: \ 

all commuinication between said second 
communication station ank said central communication 
station is initiated by said second communication 
station; \ 

communication between said second 
communication station and said first communication 
station is established by leaving a message for said 
second communication station at said central 
communication station indicating communication is 
desired between said second communication station and 
said first communication station; and 

when said second communication station 
initiates communication with said central communcation 
station, said second communication station receives 
said message for said second communication station, 
maintains its initiated communication with said central 
communication station and instruct^ said central 



communication station to relay communications between 
said first\ communication station and said second 
communication station . 

144. The secure communications system of 
claim 143 wheVein said message for said second 
communication! station is left by said first 
communication station. 

145. Vrhe secure communications system of 
claim 143 wherein said message for said second 
communication station is left by said central 
communication station . 

146. The\secure communications system of 
claim 143 wherein: \ 

saidYsecond communication station 
includes a second firewall between said second 
communication station! and said communication medium; 
and \ 

said second firewall allows only 
communication originating at said second station and 
prevents communication originating on said 
communication medium. \ 

147 . The secure! communications system of 
claim 143 wherein: \ 

said first communication station is a 
premises alarm system; and \ 

said second communication station is a 
central alarm monitoring staqion. 

148 . The secure communications system of 
claim 143 wherein: \ 

said first communication station is a 
first premises alarm system; and \ 



85 



5 \ said second communication station is a 

second premises alarm system. 

14 9V The secure communications system of 
claim 143 wherein: 

said first communication station is a 
premises alarm \ system; and 
5 \said second communication station is a 

remote communications terminal. 

150. Tne secure communications system of 
claim 13 0 whereii 

said first communication station is a 
premises alarm system; and 
5 said* second communication station is a 

central alarm monitoring station. 



il. The s\c 



151. The secure communications system of 
claim 130 wherein: \ 

said first communication station is a 
first premises alarm syistem; and 
5 said second communication station is a 

second premises alarm system. 

152. The secure \ communications system of 
claim 13 0 wherein: 

said first Communication station is a 
premises alarm system; and 
5 said second communication station is a 

remote communications terminal. 

153. The secure communications system of 
claim 130 further comprising: 

at said central dommunication station, 
at least one service agent unit fior communicating 
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Ld first conimunication station and at least 



on said communications medium; wherein: 
at least one of said at least one 
service requires a secure identifier for access 
thereto; and 

10 \ at least one of said at least one 

service agent \ unit comprises secure identifier storage, 
a user at said first communication station registering 
said user's selcure identifier for said at least one of 
said at least one service; whereby: 

15 Iwhen said user accesses said at least 

one of said at lleast one service, said user need not 
transmit said secure identifier over said communication 
medium, said secure identifier being transmitted 
securely by said\service agent unit from said secure 

20 identifier storage 
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154. A seture communications system for 
communicating between first and second communication 
stations connected tcXa communications medium; said 
system comprising: 

a central communication station 
connected to said commuAication medium and having a 
secure digital session key generator; wherein: 

each of saVd first and second 
communication means further* comprises a respective 
10 encryption processor for encrypting and decrypting 
communications using a digital key; 

all communication with said first 
communication station is initiated by said first 
communication station; 
15 all communicatidn with said second 

communication station is initialed by said second 
communication station; 

communication between said first 
communication station and said second communication 



station ias established by generating at said secure 
digital sesssion key generator a secure digital session 
key and leaving a respective message at said central 
communication station for each of said first and second 
communication stations, each said respective message 
including saia secure digital session key; 

\ when said first communication station 
initiates communication with said central communcation 
station, said Eirst communication station receives said 
message including said secure digital session key; 

When said second communication station 
initiates communication with said central communcation 
station, said second communication station receives 
said message including said secure digital session key; 
and \ 

said first and second communication 
stations communicate with one another using said secure 
digital session key\and said respective encryption 
processors. \ 

155. An integrated security and 
communications method comprising: 

providing a security controller having 
at least one sensory inftut , at least one alarm output 
and at least one control\ signal input/output port ; 

providing V control interface 
operatively connected to ^aid at least one control 
signal input/output port; arid 

providing a communications unit 
connected to a communication \channel for providing at 
least. one communication function, a first communication 
port for connection to one of said at least one control 
signal input/output port of saic^ security controller 
for providing at least one of said at least one 
communication function to a user at said control 
interface, and a second communication port for 
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connection to a communication device at which said at 
least one\communication function is provided to said 
user . 
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151£> . The method of claim 155 wherein: 

said communication channel comprises a 

telephone lin^; 

said communication device comprises a 

5 t e 1 ephone ; and! 

iSaid at least one communication function 
comprises telephony. 

157. Tihe method of claim 155 wherein: 

said communication channel comprises an 
I n t e rne t conne c t d\on ; 

sa\d communication device comprises a 

5 computer; and 

said at least one communication function 
comprises Internet access 



158. The method of claim 155/ further 
comprising providing at least one function of said 
control interface at saVd communication device. 



15 9. A securit A method for monitoring user 
premises, said method comprising: 

providing aft least one sensor; 
providing at\least one alarm output 



providing at least one user control 



5 device; 

interface; 

connecting a system controller to said 
sensor, said output device and s^id user control 
10 interface, said at least one user Control interface 
being used by a user to enter commands affecting a 
state of a security system; 
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\ \ when said state indicates that said 
system is active, monitoring said at least one sensor 
15 and outputting an alarm on said alarm output device 

when said at least one sensor indicates that an alarm 
condition exists A and 

connecting a telephone interface unit to 
said controller ank a telephone line for providing 

2 0 voice mail functionality including one or more of 

message retrieval, message waiting indication, and 
message header indication; wherein: 

said voice mail functionality is 
accessible at at leaat one of said at least one user 
25 control interface; \ 

access to said voice mail functionality 
is restricted based on Tsaid state of said system, said 
voice mail functionality being accessible when said 
state is consistent with presence of an authorized user 

3 0 on said premises; \ 

said system\f urther having a plurality 
of authorized users, and haying an authorization unit 
at said at least one user control interface for 
uniquely identifying each of \at least one of said 
35 authorized users, wherein: \ 

a particular ond of said at least one 
authorized user initiates said state consistent with 
presence of an authorized user b\ activating said 
authorization unit using an indicium unique to said 
40 particular authorized user; and \ 

said telephone interface unit presents 
for access, at said user control interface, only voice 
mail functions for which said particular authorized 
user is authorized. \ 



160. The security method of claiiTKl59 further 
comprising: \ 



providing a keypad at said user control 
interface \ wherein: 

\ said indicium comprises a respective 
passcode uralque to each said at least one authorized 
user; and \ 

\ said activating of said authorization 
unit comprised entering said passcode on said keypad. 

161. \The security method of claim 159 
wherein : \ 

said authorization unit comprises a 
receiver at said\user control interface; 

said indicium comprises a respective 
transmitter uniquely coded to each said at least one 
authorized user; ana. 

said activating of said authorization 
unit comprises actuating said transmitter within 
communication range on said receiver. 

162. The security method of claim 161 wherein 
said receiver and said coded transmitter are wireless. 

163. The security method of claim 159 further 
comprising: \ 

providing a token reader at said user 
control interface; and \ 

providing as said indicium a respective 
coded token unique to each said at least one authorized 
user; wherein: \ 

said activating or said authorization 
unit comprises presenting said token to said token 
reader . \ 



164. The security method of claim 159 wherein 
said voice mail functionality is activated 
automatically upon entry of said system into said state 
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consistent with presence of an authorized user on said 
premises . 

165. The\ security method of claim 15 9 further 
comprising remotely controlling, through a remote 
access unit which al user remotely controls, during a 
single telephone call session to said system from a 
remote location, botfti (a) at least one security system 
control function, an$L (b) at least one voice mail 
function . 
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166. The seaurity method of claim 159 wherein 
said voice mail functionality comprises playback of an 
outgoing message to an \incoming caller; said method 
further comprising: 

connecting at least one telephone set to 
said telephone line; and\ 

providing \a call screening function at 
at least one of (a) said at least one telephone set, 
and (b) said at least one \user control interface, said 
user control interface including a speaker; wherein: 
■ said call screening function is full- 
duplex, allowing said incoming caller to speak an 
announcement that is audible\ at said speaker during 
said playback of said outgoing message. 



167. The security method of claim 159, further 
comprising: 

connecting at leAst one telephone set 
connected to said telephone line\ and 

providing an aural\indication at said at 
least one telephone set when a voiGe mail message has 
been received and is awaiting playback. 
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; 8 . The security method of claim 159 wherein 
said user control interface includes a speaker; said 
method further^ comprising: 

^connecting at least one telephone set to 
said telephone line, said least one telephone set 
having a ringer ; 

providing a privacy function whereby 
said ringer can deactivated under control of a user; 
and 

10 providing, as part of said privacy 

function, a privacy\ breakthrough function whereby a 
caller issues a command when said privacy function is 
active for broadcasting a message on said speaker. 

169. The security method of claim 159 wherein 
said voice mail functionality includes a toll saver 
feature controlled by said state of said system. 

170. The security method of claim 169 wherein 
said toll saver feature \ls active only when said state 
of said system indicates \absence of authorized users 
from said premises. 

171. The security method of claim 170 further 
comprising controlling said\toll saver feature at said 
user control interface. 

172. The security method of claim 171 further 
comprising connecting at least\ one telephone set to 
said telephone line; wherein: 

said toll saver fieature can be 
5 controlled by a user at at least\one of said at least 
one telephone set 



173. The security method 
comprising: 



claim 159 further 
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displaying calling party identification 
data at said u^er control interface; and 

responsive to said calling party 
identification data, generating a distinctive ringing 
signal different V: rom a standard incoming ringing 
signal based on said calling party identification data . 

174. The security method of claim 173 further 
comprising generating a first number of distinctive 
ringing signals, eaoh distinctive ringing signal in 
said first number of \ distinctive ringing signals 
identifying at least \one preselected calling party from 
a second number of preselected calling parties. 

175. The security method of claim 174 wherein 
said first number is equal to said second number, 
whereby each distinctive ringing signal is associated 
with a unique preselected calling party. 

176. The security method of claim, 174 wherein 
said first number is less\than said second number, 
whereby each distinctive Alnging signal is associated 
with a plurality of said preselected calling parties. 

177. The security Vnethod of claim 174 wherein 
said generating of distinctive ringing signals 
comprises interrupting said standard incoming ringing 
signal in a second number of ways equal to said second 
number of distinctive ringing signals, to produce said 
second number of distinctive ringing signals. 

178 . The security metho^l of claim 173 wherein 
said generating of distinctive ringing signals 
comprises interrupting said standard incoming ringing 
signal to produce said distinctive roLnging signal. 
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179. Th^ security method of claim 159further 
comprising : 

displaying calling party identification 
data at said user control interface; 
5 storing instructions for paging a user 

when said calling patty identification data identifies 
one of at least one particular calling party; and 

acting on said instructions and placing 
a call to a user's pager when said calling party 
10 identification data identify one of said at least one 
particular calling party. 

180. The security method of claim 159 further 
comprising: \ 

connecting at least one telephone set to 
said telephone line through said telephone interface 
5 unit; 

providing a\ speaker at at least one of 
said at least one user control interface ; 

providing a public address function at 
said telephone interface wheAeby, when a user issues a 
10 command at said telephone set 

said telephone ^set is disconnected from 
said telephone line and connected to said speaker of 
said at least one of said at least one user control 
interface . 



181. The security method of claim 180 further 
comprising connecting said telephone set to said 
speaker of each said at least one at said at least one 
user control interface. 



182. The security method of\claim 180 further 
comprising, on command of said user, connecting said 
telephone set to said speaker of any one or more of 
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said at lea^t one of said at least one user control 
interface . 

183\ The security method of claim 180 further 
comprising, wh^pn said user issues said command at said 
telephone set, \maintaining said telephone line in an 
off -hook condition while said public address function 
is in use. 



184.> T^ie security method of claim 15 9 further 
comprising: 

connecting at least one telephone set 
connected to said! telephone line through said telephone 
interface unit; 

presiding a microphone at at least one 
of said at least one user control interface; 

prodding a room monitor function at 
said telephone interface unit whereby, when a user 
issues a command at said telephone set: 

said telephone set is disconnected from 
said telephone line an& connected to said microphone of 
said at least one of s^Ld at least one user control 
interface . 



185. The security method of claim 159 further 
comprising connecting at least one telephone set to 
said telephone line through said telephone interface 
unit; wherein: 

at least one Programmable parameter of 
said security system is programmable 

(a) at said at \Least one user control 

interface; 

(b) at said connected telephone set; and 

(c) remotely by calling into said system 
on said telephone line. 



whereii 
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186. The security method of claim 185 



there are a plurality of said 



programmable parameters; and 



only a subset of said plurality of 
programmable parameters is programmable remotely. 



187\ The security method of claim 159 further 
comprising connecting at least one user-controlled 
processor via a Xmodem to said telephone line through 
said telephone interface unit; wherein: 

at\ least one programmable parameter of 
said security systWn is programmable; and 

saidv telephone interface unit includes a 
control signal detector for detecting control signals 
sent from said user-controlled processor through said 
modem; said method further comprising: 

responsiye to said control signals from 
said user-controlled processor, disconnecting said 
telephone interface unit irom said telephone line and 
placing said system in a tnser- controlled mode. 



188. The security method of claim 187 wherein 
in said user-controlled mode said user-controlled 
processor performs any one of 

programming said\at least one 
programmable parameter of said security system; 

downloading voice mail messages received 
as part of said voice mail functionality from said 
telephone interface unit to said usi^r-controlled 
processor; and 

uploading voice prompt'te composed at said 
user-controlled processor to said telephone interface 
unit . 
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189. \ The security method of claim 187 wherein 
said user-controlled processor comprises a personal 
computer . 

190. T\ie security method of claim 159 

wherein: 

safrd telephone line has central office 
voice mail associated therewith; and 

saip voice mail functionality comprises 
indicating a central office voice message waiting. 

191. The security method of claim 190 wherein 
said indicating central office message waiting 
comprises providing a^ indication at said user control 
interface . 

.192. The secu^ty method of claim 191 wherein 
said providing indication at said user control 
interface comprises providing visual indication. 

193. The securitA method of claim 191 wherein 
said providing indication an said user control 
interface comprises providing aural indication. 

194. The security method of claim 190 further 
comprising connecting at least \one telephone set to 
said telephone line; wherein: 

said indicating ctentral office message 
waiting comprises providing an indication at said 
telephone set . 



195. The security method of claim 194 wherein 
said providing an indication at saidVelephone set 
comprises providing an aural indication. 



196. ^he security method of claim 194 

wherein : 

s^id telephone set includes a visual 

indicator; and 

satd providing an indication at said 
telephone set comprises providing a visual indication. 
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197. The\security method of claim 159 wherein 
said telephone interface unit further comprises a 
remote access unit through which a user controls at 
least one security System control function via said 
telephone line. 

198 . The security method of claim 197 wherein 
said user, through saAd remote access unit, controls 
said at least one security system function from a 
telephone at a remote location by calling into said 
telephone line from said remote location. 

199. The security method of claim 197 further 
comprising : 

connecting ht least one telephone set to 
said telephone line; whereii 

said user, through said telephone 
interface unit, controls saifl at least one security 
system . function from said telephone set. 



200. The security method of claim 159 further 
comprising: 

connecting at lea^st one telephone set 
connected to said telephone line;\ 

monitoring said telephone line and, when 
an outgoing telephone call is placed on said at least 
one telephone set, logging said outgoing telephone 
call. 



# 
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201. \ The security method of claim 200 further 
comprising : 

storing data identifying numbers to 
whictf outgoing ^alls are restricted; and 

len an outgoing call is placed on said 
telephone set to \ one of said numbers to which outgoing 
calls are restricted, preventing said outgoing call 
from being completed. 

202. The\security method of claim 201 further 
comprising : 

furt&er storing at least one user code; 

and 

5 when s^aid user code is entered during 

said outgoing call, allowing said outgoing call to be 
completed to one of sa.\d numbers to which outgoing 
calls are restricted. 

2 03. The security method of claim 15 9 further 
\ 

comprising connecting said user control interface to an 
external data network f or \at least one of (a)' sending, 
and (b) receiving, data. 

204. The security \nethod of claim 203 

wherein : 

said data comprise electronic mail; and 
access to said electronic mail is 
5 restricted based on said state of said system. 

205. The security method of claim 204 wherein 
said electronic mail is accessible when said state is 
consistent with presence of an authorized user on said 
premises 



206. The security method of\claim 205 wherein 
said system has a plurality of authorized users; said 



method further\ comprising, when a particular authorized 
user initiates ^aid state consistent with presence of 
an authorized u^er by activating said authorization 
unit : 

presenting, for access at said user 
control interface, only electronic mail addressed to 
said particular authorized user. 

207. Thel security method of claim 206 further 
comprising providing a keypad at said user control 
interface; wherein A 

said\ indicium comprises a passcode 
unique to said particular authorized user; and 

said activation of said authorization 
unit comprises entry of said passcode at said keypad. 

\ 

208. The security method of claim 206 

wherein : 

said authorization unit comprises a 

receiver; and 



i 



said indicium comprises a transmitter 
coded uniquely to said particular authorized user; said 
method further comprising: \ 

activating said authorization unit by 
activating said coded transmitter in communication 
range of said receiver. 

209. The security method of claim 206 

wherein: 

said authorizatidp. unit comprises a 
token reader; and 

said indicium comprises a token coded 
uniquely to said particular authorized user; said 
method further comprising 

activating said authorization unit by 
presenting of said coded token to sard reader. 



210. \ The security method of claim 205 

wherein : 

\said system has a plurality of 
authorized users; said method further comprising, when 
a particular authorized user initiates said state 
consistent with presence of an authorized user by 
activating said authorization unit using an indicium 
unique to said particular authorized user: 

presenting access, at said user control 
interface, to electronic mail message sending from said 
particular authorised user. 

211. The security method of claim 210 further 
comprising : 

providing a keypad at said user control 
interface; wherein : 

said indibium comprises a passcode 
unique to said particular^ authorized user; and 

said presentation of said indicium 
comprises entry of said passcode at said keypad. 

212. The security \nethod of claim 210 

wherein : 

said authorization unit comprises a 
receiver; and \ 

said indicium comprises a transmitter 
coded uniquely to said particular authorized user; said 
method further comprising: 

activating said authorization unit by 
activating said coded transmitter \n communication 
range of said receiver, 

213. The security method oi\ claim 210 

wherein : 
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said authorization unit comprises a 
token reader; and 

said indicium comprises a token coded 
uniquely to teaid particular authorized user; said 
method further comprising: 

activating said authorization unit by- 
presenting saiVi coded token to said reader. 

214. \he security method of claim 203 

wherein: 

skid data comprise electronic mail; and 
said system has at least one authorized 
user; said method \further comprising, when one of said 
at least one authorized user enters a security system 
command at said uses control interface by activating 
said authorization unit: 

sending an electronic mail message to a 
predetermined recipient advising of said entry of said 
command by said one of ^aid at least one authorized 
user . 

215. The security method of claim 214 further 
comprising: 

providing a\keypad at said user control 
interface ; wherein : 

said indiciumV comprises a passcode 
unique to said one of said at\ least one authorized 
user; and \ 

said activation \of said authorization 
unit comprises entry of said passcode at said keypad. 

216. The security metho^ of claim 214 

wherein : 

said authorization ui^it comprises a 

receiver; 



\ said indicium, comprises a transmitter 
coded uniquely\ to said one of said at least one 
authorized user; said method further comprising: 

lactivating said authorization unit by 
activating saidt coded transmitter in communication 
range of said receiver. 

217. Tne security method of claim 214 
wherein: \ 

said authorization unit comprises a 
token reader; and\ 

saiu indicium comprises a token coded 
uniquely to said one of said at least one authorized 
user; said method further comprising: 

acti^rating said authorization unit by 
presenting said codea token to said reader. 

218. The security method of claim 203 
wherein: \ 

said exteVnal data network is the 
Internet; \ 

said data comprise World Wide Web pages; 
and \ 

said system has at least one authorized 
user; said method further comprising, when one of said 
at least one authorized userWters a security system 
command at said user control Miterface by activating 
said authorization unit: \ 

retrieving a World Wide Web page 
directed to said one of said at least one authorized 
user; and \ 

displaying said Wor\d Wide Web page at 
said user control interface. \ 



219. The security method ofNclaim 218 further 
comprising: \ 



\ providing a keypad at said user control 
interface; wherein : 

\ said indicium comprises a passcode 

unique to\ said one of said at least one authorized 
user; and \ 

\ said activation of said authorization 

unit comprises entry of said passcode at said keypad. 

22 o\ The security method of claim 218 
wherein: \ 

\said authorization unit comprises a 
receiver; and \ 

said indicium comprises a transmitter 
coded uniquely to^said one of said at least one 
authorized user; sa\d method further comprising: 

activating of said authorization unit by 
activating said coded Vransmitter in communication 
range of said receiver A 

221. The securing method of claim 220 
wherein: \ 

said transmitter is encoded with 
multiple codes; and \ 

said activatiom of said authorization 
unit comprises activation of a ^elected one of said 
multiple codes by said one of said at least one 
authorized user; said method further comprising: 

retrieving a different World Wide Web 
page based on which of said multiples codes has been 
selected. \ 

222. The security method of ol_aim 218 
wherein: \ 

said authorization unit comprises a 
token reader; and \ 
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said indicium comprises a token coded 
uniquely to^aid one of said at least one authorized 
user; said me\hod further comprising: 

.activating said authorization unit by 
presenting said\ coded token to said reader. 
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wherein : 



223. The security method of claim 203 

said system has at least one authorized 



user; 

one c*f said at least one authorized user 
enters a security system command at said user control 
interface by activating said authorization unit; and 

said external data network is the 
Internet; said method mirther comprising, on activation 
of said authorization ur^it by said one of said at least 
one authorized user: 

logging said one of said at least one 
authorized user onto the l\iternet at said user control 
interface . 



10 



wherein : 



224. The security method of claim 2 03 

said system has ^at least one authorized 



user; 

one of said at lea'fet one authorized user 
enters a security system command ak said user control 
interface by activating said authorization unit using 
an indicium unique to said one of sa\d at least one 
authorized user; 

said one of said at least one user uses 
said external data network to access a financial 
institution to perform a financial transaction; and 

said indicium is registered\with said 
financial institution as an identifier of said one of 
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15 said at least one authorized user; said method further 
comprising: 

sending said indicium to said financial 
institution as part of said financial transaction. 
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125. The security method of claim 203 further 

comprising : 

transmitting security data signals to a 
central commuYiication station via said external data 
network and aA alternate channel and awaiting 
acknowledgment \thereof ; and 

rtien said acknowledgment arrives from a 
first one of saisi external data network and said 
alternate channel\ terminating transmission of said 
security data on ^ second one of said external data 
network and said alternate channel. 



! c 



10 



226. The security method of claim 225 

wherein: 

one of \said external data network and 
said alternate channel \ normally operates faster than 
another of said external, data network and said 
alternate channel; and 

transmitting of said security data 
signals to said central communication station via said 
one of said external data network and said alternate 
channel begins before transmitting of said security 
data signals to said central\communication station via 
said another of said external\data network and said 
alternate channel . 



227. The security methdfi of claim 225 further 
comprising : 

providing a f irewallVbetween said user 
control interface and said external data network, said 
firewall allowing only communication originating at 



said system and prevents communication originating on 
said external data network; and 

\ to receive said acknowledgment from said 
central communication station, initiating communication 
with said external data network so that said firewall 
allows said communication, said initiated communication 
including a query to said external data network for 
said acknowledgment to be communicated from said 
central communication station to said system. 

228. The security method of claim 227 wherein 
said query to saicft external network comprises a query 
to said central communication station. 

229. The security method of claim 225 wherein 
said alternate channel! is said telephone line. 

230. The security method of claim 203 further 
comprising: \ 

transmitting security data signals to a 
central communication station via a plurality of 
channels; and \ 

when said acknowledgment arrives from a 
first one of said plurality of channels, terminating 
transmission of said security data on each other one of 
said plurality of channels. \ 

231. The security method of claim 23 0 
wherein: \ 

one of said plurality of channels 
normally operates faster than others of said plurality 
of channels; and \ 

transmitting of said security data 
signals to said central communication station via said 
one of said plurality of channels begins before 
transmitting of said security data signals to said 



central communication station via said others of said 
plurality of channels. 

232. \ The security method of claim 203 further 
comprising accepting commands from a user via said 
external data network . 

233. The security method of claim 232 further 
comprising: \ 

providing a firewall between said user 
control interface and said external data network, said 
firewall allowing only communication originating at 
said system and preventing communication originating on 
said external data neVwork; and 

to receive said commands from said user, 
initiating communication with said external data 
network so that said fitewall allows said 
communication, said initiated communication including a 
query to said external data network for commands issued 
by said user to be communicated from said external data 
network to said system. \ 

234. The securitA method of claim 203 further 
comprising sending securityxdata signals to 
predetermined recipients via\said external data 
network. \ 

235. The security mekhod of claim 203 further 
comprising providing more than one of said user control 
interface, each said user control interface functioning 
as an independent terminal of sa^d external data 
network . \ 



236. The security method of claim 203 further 
comprising: \ 
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providing a firewall between said user 
control interface and said external data network, said 
firewall allowing only communication originating at 
said systemland preventing communication originating on 
said external data network; and 

to receive data, initiating 
communication with said external data network so that 
10 said firewall\ allows said communication, said initiated 
communication \including a query to said external data 
network for daka sought to be communicated from said 
external data network to said system. 

.« 

*0 237. A \security method for monitoring user 

(S \ 

" l«j premises, said meuhod comprising: 

If! providing at least one sensor; 

providing at least one alarm output 



device; 
interface ,- 



providing at least one user control 



providing a system controller connected 
to said sensor, said output device and said user 
H= 10 control interface; wherein: 

at least, one of said at least one user 
control interface is connected to an external data 
network for at least one of (a) sending, and 
(b) receiving, data. 

238. The security method of claim 237 wherein 
said data comprise electronic mail 

239. The security^ method of claim 237 

wherein : 

said at least V>ne user control interface 
is used by a user to enter commands affecting a state 
5 of said system; said method further comprising: 



when said state indicates that said 
systeirf is actiV/e, monitoring said at least one sensor 
and outputting\an alarm on said alarm output device 
when said at least one sensor indicates that an alarm 
condition exists 

240. T^e security method of claim 239 

wherein : 

said data comprise electronic mail; and 
acqess to said electronic mail is 
restricted based on said state of said system. 

241. The security method of claim 240 wherein 
said electronic mail\is accessible when said state is 
consistent with presence of an authorized user on said 
premises . 

242. The security method of claim 241 

wherein : 

there ark a plurality of authorized 
users, said system having an authorization unit for 
uniquely identifying each of at least one of said 
authorized users; and \ 

a particular authorized user initiates 
said state consistent with presence of an authorized 
user by activating said authorization unit using an 
indicium unique to said particular authorized user; 
said method further comprising: 

presenting, for access at said user 
control interface, only electronic mail addressed to 
said particular authorized user. 

243. The security method of claim 242 further 
comprising : 

providing a keypad \at said user control 
interface ; wherein : 
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5 said indicium comprises a respective 

passcode unique to\each said at least one authorized 
user; and \ 

said\ activating of said authorization 
unit comprises entr^t of said passcode at said keypad. 

244 . The security method of claim 242 
wherein: \ 

said user control interface comprises a 
receiver; and \ 
5 said indicium comprises a respective 

transmitter uniquely coued to each of said at least one 
authorized user; said method further comprising: 

activating said authorization unit by 
activating said coded transmitter in communication 
10 range of said receiver. \ 

245. The security method of claim 242 
wherein : \ 

said user control interface comprises a 
token reader; and \ 
5 said indicium \comprises a token uniquely 

coded to each of said at leass one authorized user; 
said method further comprising: 

activating said\authorization unit by 
presenting said coded token to said reader. 

246. The security methdd of claim 241 
wherein: \ 

said system has a plurality of 
authorized users, and has an authorization unit for 
5 uniquely identifying each of at least one of said 
authorized users; and \ 

a particular authorized user initiates 
said state consistent with presence of\an authorized 
user by activating said authorization unit using an 
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indicium unique do said particular authorized user; 
said method further comprising: 

presenting access at said user control 
interface to electronic mail message sending from said 
particular authorized user. 

247. The security method of claim 246 further 
comprising: \ 

providing a keypad at said user control 
interface; wherein: \ 

said indicium comprises a respective 
passcode unique to each bf said at least one authorized 
user; and \ 

said activation of said authorization 
unit indicium comprises entry of said passcode at said 
keypad. \ 

248. The security method of claim 246 further 
comprising: \ 

providing a receiver at said user 
control interface; wherein: \ 

said indicium comprises a respective 
transmitter uniquely coded to each of said at least one 
authorized user; and \ 

said activation of said authorization 
unit comprises activation of saicft coded transmitter in 
communication range of said receiver. 

249. The security method of claim 246 
wherein: \ 

said user control inteVface comprises a 
token reader; and \ 

said indicium comprises a respective 
token uniquely coded to each of said at \east one 
authorized user; said method further comprising: 
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activating said authorization unit by 
presenting sa^d coded token to said reader. 

250. \The security method of claim 237 

wherein : 

lid data comprise electronic mail; and 
skid system has at least one authorized 
user, and has an Wuthorization unit for uniquely 
identifying each ©f at least one of said authorized 
users; said method\ further comprising, when one of said 
at least one authorized user enters a security system 
command at said useA control interface by activating 
said authorization unit using an indicium unique to 
said one of said at least one authorized user: 

sending\an electronic mail message to a 
predetermined recipient\advising of said entry of said 
command by said user. 

251. The security method of claim 250 further 
comprising : 

providing a ^keypad at said user control 
interface ; wherein : 

said indicium\comprises a respective 
passcode unique to each of said at least one authorized 
user; and 

said activation \pf said authorization 
unit comprises entry of said paascode at said keypad. 



252. The security methoq of claim 250 

wherein : 

said user control interface comprises a 

receiver; and 

said indicium comprise^ a respective 
transmitter uniquely coded for each of\said at least 
one authorized user; said method further comprising: 
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activating said authorization unit by 
activating said coded transmitter in communication 
range of said receiver. 

253. T^ie security method of claim 250 

wherein : 

saUd user control interface comprises a 
token reader; and 

saiti indicium comprises a token uniquely 
coded to each of said at least one authorized user; 
said method further\ comprising: 

activating said authorization unit by 
presenting said codedy token to said reader. 

254. The security method of claim 237 

wherein : 

said external data network is the 

Internet ,- 

said data Comprise World Wide Web pages; 

said systenuhas at least one authorized 
user, and has an authorization unit for uniquely 
identifying each of at lease one of said authorized 
users; said method further comprising, when one of said 
at least one authorized user\enters a security system 
command at said user control interface by activating 
said authorization unit using an indicium unique to 
said one of said at least one Authorized user: 

retrieving a Wor3)d Wide Web page 
directed to said one of said at Itteast one authorized 
user and displaying said World Wiop Web page at said 
user control interface. 

255. The security method of\claim 254 further 
comprising : 

providing a keypad at sai\l user control 
interface ; wherein : 
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said indicium comprises a respective 
passcode unique to each of said at least one authorized 
user; and ^ 

said activation of said authorization 
unit comprises lentry of said passcode at said keypad. 



256. ^The security method of claim 254 

wherein : 

s^id user control interface comprises a 

receiver; and 

sdld indicium comprises a respective 
transmitter uniquely coded for each of said at least 
one authorized uses; said method further comprising: 

activating said authorization unit by 
activating said codeas. transmitter in communication 
range of said receive: 

257. The security method of claim 256 

wherein : 

said respective transmitter is encoded, 
with multiple codes; and 

said activation of said authorization 
unit comprises activation of\ a selected one of said 
multiple codes by said one on said at least one 
authorized user; said method fiurther comprising: 

retrieving a different World Wide Web 
page based on which of said mulViple codes has been 
selected. 



258. The security method^ of claim 254 

wherein : 

said user control interface comprises a 
token reader; and 

said indicium comprised a respective 
token uniquely coded for each of said a^t least one 
authorized user; said method further comprising: 
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^activating said authorization unit by- 
presenting said coded token to said reader. 
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259. "}he security method of claim 237 

wherein: 

skid system has at least one authorized 
user, and has an \authorization unit for uniquely 
identifying each Ipf at least one of said authorized 
users; 

one! of said at least one authorized user 
activates said authorization unit using an indicium 
unique to said one \sf said at least one authorized 
user; and 

said fexternal data network is the 
Internet; said method^ further comprising: 

on saidv activation of said authorization 
unit, logging said one\of said at least one authorized 
user onto the Internet at said user control interface. 

260. The security method of claim 237 

wherein : 

said system \has at least one authorized 
user, and has an authorization unit for uniquely 
identifying each of at least\one of said authorized 
users; 

one of said at least one authorized user 
enters a security system command at said user control 
interface by activating said authorization unit using 
an indicium unique to said one of\said at least one 
authorized user; 

said one of said at £east one user uses 
said external data network to access a financial 



institution to perform a financia 



Lai tra\ 



taction; and 

\ 



said indicium is registered with said 
financial institution as an identifier of\said one of 
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said at least\ one authorized user; said method further 
comprising: 

^sending said indicium to said financial 
institution as part of said financial transaction. 

261. Tp.e security method of claim 237 further 
comprising: 

titansmitting security data signals to a 
central communication station via said external data 
network and an aluernate channel and awaiting 
acknowledgment thereof ; and 

when\said acknowledgment arrives from a 
first one of said external data network and said 
alternate channel, terminating transmission of said 
security data on a second one of said external data 
network and said alternate channel. 

262. The security method of claim 261 

wherein : 



one of saia external data network and 
said alternate channel normally operates faster than 
another of said external data network and said 



alternate channel; and 



, A 



transmitting of said security data 
signals to said central communication station via said 
one of said external data network and said alternate 
channel begins before transmitting of said security 
data signals to said central communication station via 
said another of said external da£a network and said 
alternate channel . 



263. The security method\of claim 261 

wherein: 

there is a firewall bfetween said user 
control interface and said external da.ta network, said 
firewall allowing only communication originating at 
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said system an\i preventing communication originating on 
said external qlata network; said method further 
comprising : 

Ito receive said acknowledgment from said 
10 central communication station, initiating communication 
with said external data network so that said firewall 
allows said communication, said initiated communication 
including a query to said external data network for 
said acknowledgment to be communicated from said 
15 central communication station to said system. 



m 



264. The security method of claim 263 wherein 
said query to said external network comprises a query 
to said central communication station. 
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265. The security method of claim 261 wherein 
said alternate channel is said telephone line. 

266. The security method of claim 237 further 
comprising: \ 

transmitting security data signals to a 
central communication station via a plurality of 
5 channels; and 

when said Acknowledgment arrives from a 
first one of said pluralitW of channels, terminating 
transmission of said security data on each other one of 
said plurality of channels 



267. The security method of claim 266 

wherein : 

one of said plurality of channels 
normally operates faster than others of said plurality 
5 of channels; and 

transmitting of said security data 
signals to said central communication station via said 
one of said plurality of channels begins before 
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transmitting^ of said security data signals to said 
central communication station via said others of said 
plurality of channels. 



268. THe security method of claim 237 further 
comprising accepting commands from a user via said 
external data network. 
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269. The Security method of claim 268 

wherein : 

there \is a firewall between said user 
control interface and\said external data network, said 
firewall allowing onlA communication originating at 
said system and preventing communication originating on 
said external data network; said method further 
comprising : 

to receiv^ said commands from said user, 
initiating communication with said external data 
network so that said firewall allows said 
communication, said initiated communication including a 
query to said external data network for commands issued 
by said user to be communicated from said external data 
network to said system. 



270. The security mfethod of claim 237 further 
comprising sending security daVa signals to 
predetermined recipients via sap-d external data 
network . 



271. The security metho^ of claim 237 

wherein: 

there is a firewall ^between said user 
control interface and said external \data network, said 
firewall allowing only communication Npriginating at 
said system and preventing communication originating on 
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said externa^ data network; said method further 
comprising: 

to receive data, initiating 
communication \with said external data network so that 
said firewall .allows said communication, said initiated 
communication including a query to said external data 
network for data sought to be communicated from said 
external data network to said system. 

272. A\ secure communications method for 
communicating between first and second communication 
stations connecteq to a communications medium; said 
method comprising: 

providing a central communication 
station connected tcA said communication medium; 

initiating all communication between 
said first communication station and said central 
communication station at said first communication 
station; \ 

establishing communication between said 
first communication statVon and said second 
communication station by Veaving a message for said 
first communication station at said central 
communication station indicating communication is 
desired between said first \communicat ion station and 
said second communication station; and . 

when said* first communication station 
initiates communication with^aid central communcation 
station, said first communication station receiving 
said message for said first communication station, 
maintaining its initiated communication with said 
central communication station ana instructing said 
central communication station to relay communications 
between said first communication s\ation and said 
second communication station. 
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27&. The secure communications method of 
claim 2 72 fuAzher comprising said second communication 
station leaving said message for said first 
communication station . 

274. The secure communications method of 
claim 2 72 further comprising said central communication 
station leaving aaid message for said first 
communication station . 

275. The\ secure communications method of 
claim 272 wherein &aid first communication station 
includes a first firewall between said first 
communication station and said communication medium, 

5 said first firewall allowing only communication 
originating at said first station and preventing 
communication originating on said communication medium. 

276. The secure communications method of 
claim 2 72 further comprising: 

at said central communication station 

and said first communication station, storing a first 

5 digital key and associating said stored first digital 

key with said first communication station; 

at said first communication station, 
\ 

encrypting each communication sent to said central 
communication station^ and decrypting each 
10 communication received from said central communication 
station, using said first digital key identified with 
said first communication station; and 



at said central\communication station, 
encrypting with said first station digital key each 
15 communication sent to said first\ communication station 
and decrypting with said first station digital key each 
communication received from said rirst communication 
station. 
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277. TV^e secure communications method of 
claim 276 further \comprising : 

initiating all communication between 
said second communication station and said central 
communication station at said second communication 
station; 

establishing communication between said 
second communication Wtation and said first 
communication station\by leaving a' message for said 
10 second communication station at said central 

communication station indicating communication is 
desired between said second communication station and 
said first communication station; and 

when saidV second communication station 
15 initiates communication vfcith said central communcation 
station, said second communication station receiving 
said message for said second communication station, 
maintaining its initiated communication with said 
central communication static^ and instructing said 
20 central communication statioA to relay communications 
between said second communication station and said 
first communication station. 



278. The secure commurii cat ions method of 
claim 277 further comprising saiU first communication 
station leaving said message for ^aid second 
communication station . 

279. The secure communications method of 
claim 277 further comprising said central communication 
station leaving said message for said\second 
communicat ion s t at ion . 



280. The secure communicat ionsYmethod of 
claim 2 77 wherein said second communication station 
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includes a second firewall between said second 
communication station and said communication medium, 
5 said second firewall allowing only communication 
originating at said second station and preventing 
communication originating on said communication medium. 

281. The \secure communications method of 
claim 277 wherein: 

at siid central communication station 
and said second communication station, storing a second 
5 digital key and associating said stored second digital 
key with said second \ communication station; 

at said second communication station, 
encrypting each communication sent to said central 
communication station, \and decrypting each 
*p 10 communication received firom said central communication 

L station, using said second digital key identified with 

jij said second communication\ station; and 

* * \ 

^ h at said central communication station, 

W \ 

g encrypting with said second^ station digital key each 

H 15 communication sent to said second communication station 

and decrypting with said second station digital key 
each communication received f^rom said second 
communication station. 

282. The secure commiini cat ions method of 
claim 272 further comprising: 

initiating all communication between 
said second communication station and said central 
5 communication station at said secqnd communication 
station; 

establishing communibation between said 
second communication station and sam first 
communication station by leaving a message for said 
10 second communication station at said oentral 

communication station indicating communication is 
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desired between said second communication station and 
said first communication station; and 

when said second communication station 
initiates communication with said central communcation 
station, said second communication station receiving 
said message for said second communication station, 
maintaining its initiated communication with said 
central communication station and instructing said 
central communication station to relay communications 
between said second communication station and said 
first communication station. 

283. The \ secure communications method of 
claim 282 further comprising said first communication 
station leaving said^ message for said second 
communicat ion s t at ior 

284. The secure communications method of 
claim 2 82 further comprising said central communication 
station leaving said message for said second 
communication station. 



285. The secure communication method of 
claim 282 wherein said s^ond communication station 
includes a second firewall between said second 
communication station and ^said communication medium, 
said second firewall allowing only communication 
originating at said second station and preventing 
communication originating on\ said communication medium. 



286. The secure communications method of 
claim 272 further comprising: 

at said central fcommunication station, 
providing at least one service agent unit for 
communicating between said first Communication station 



- 125 

and at lea^t one service on said communications medium; 
wherein ; 

at least one of said at least one 
service reqiiires a secure identifier for access 
thereto; saijpl method further comprising: 

providing secure storage at at least one 
of said at ldast one service agent unit, and storing in 
said secure storage a secure identifier for said at 
least one of said at least one service registered at 
said secure storage by a user at said first 
communication Station ; whereby: 

rtien said user accesses said at least 
one of said at least one service, said user need not 
transmit said secure identifier over said communication 
medium, said secure identifier being transmitted 
securely by said service agent unit from said secure 
identifier storages 

287. A secure communications method for 
communicating betwee^ first and second communication 
stations connected to a communications medium; said 
method comprising: \ 

providing a central communication 
station connected to said communication medium and 
having a secure digitalV session key generator ; 

providing, at each of said first and 
second communication means a respective encryption 
processor for encrypting \and decrypting communications 
using a digital key; 

initiating All communication with said 
first communication station\at said first communication 
station; 

initiating all\ communication with said 
second communication station said second 
communication station; 
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\ establishing communication between said 
first communication station and said second 
communication! station by generating at said secure 
digital session key generator a secure digital session 
key and leavinb a respective message at said central 
communication station for each of said first and second 
communication stations, each said respective message 
including said secure digital session key; 

when said first communication station 
initiates communication with said central communcation 
station, said first communication station receiving 
said message including said secure digital session key; 

wtien said second communication station 
initiates communication with said central communcation 
station, said second communication station receiving 
said message including said secure digital session key; 
and \ 

said\first and second communication 
stations communicating with one another using said 
secure digital session key and said respective 
encryption processor s\. 

288. An integrated security and 
communications system comprising: 

a security controller means having at 
least one means for accepting sensory input , at least 
one means for outputting\ an alarm and at least one 
means for inputting/ outputting a control signal; 

a control interface means operatively 
connected to said at least\ one means for inputting/ 
outputting a control signal; and 

means for communicating connected to a 
communication channel for providing at least one 
communication function, a fiAst communication port for 
connection to one of said at least one means of said 
security controller for inputting/ output ting a control 
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15 signal for providing at least one of said at least one 
communication\ function to a user at said control 
interface means, and a second communication port for 
connection to 3 communication device at which said at 
least one communication function is provided to said 
20 user. 
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289. Tme system of claim 28 8 wherein: 

said communication channel comprises a 
telephone line ; and 

saa\d communication device comprises a 

5 telephone. 

290. The sWstem of claim 289 wherein said at 
least one communication function comprises telephony. 



291. The system of claim 288 wherein: 

said conjmunication channel comprises an 
Internet connection; 

said mearis for communicating comprises 
5 means for computing; andi 

said at le*ast one communication function 
comprises Internet access, 



292. The system o£ claim 288 wherein said 
means for communicating provides at least one function 
of said control interface at\ said communication device. 



293. A security system for monitoring user 
premises, said system compris: 

at least one meaVis for sensing; 
at least one meanp for output ting an 

5 alarm; 

at least one user Control interface 

means ; 
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a system controller means connected to 
said means far sensing, said means for outputting an 
alarm and saifcl user control interface means, said at 
least one user control interface means being used by a 
user to enter \commands affecting a state of said 
system, said system, when said state indicates that 
said system is\active, monitoring said at least one 
means for sensing and outputting an alarm on said means 
for outputting an alarm when said at least one means 
for sensing indicates that an alarm condition exists; 
and \ 

a telephone interface means connected to 
said controller means and a telephone line for 
providing voice mam functionality including one or 
more of message retrieval, message waiting indication, 
and message header indication; wherein: 

said voice mail functionality is 
accessible at at leasn one of said at least one user 
control interface means; 

access qp said voice mail functionality 
is restricted based on said state of said system, said 
voice mail functionality^ being accessible when said 
state is consistent with presence of an authorized user 
on said premises; \ 

said system\ further having a plurality 
of authorized users, and having a means for authorizing 
at said at least one user control interface means for 
uniquely identifying each of\at least one of said 
authorized users, wherein: \ 

a particular one of said at least one 
authorized user initiates said state consistent with 
presence of an authorized user by activating said means 
for authorizing using an indiciumVunique to said 
particular authorized user; and \ 

said telephone interface means presents 
for access, at said user control interface means, only 
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voice mail functio: 
45 authorized user is 



2 94. The 



wherein : 



s for which said particular 
authorized. 



security system of claim 2 93 



said means for authorizing comprises 
keypad means at said user control interface means; 
5 saidlindicium comprises a respective 

passcode unique to e^ch said at least one authorized 
user; and 

said Activating of said means for 
authorizing comprises\ entering said passcode on said 
10 keypad means. 

295. The security system of claim 293 

wherein : 

said meaiis for authorizing comprises 
means for receiving at s^id user control interface 
5 means ; 

said indicium comprises a respective 
means for transmitting uniquely coded to each said at 
least one authorized userA and 

said activating of said means for 



10 authorizing comprises actuating said means for 

transmitting within communidat ion range of said means 
for receiving. 



2 96. The security system of claim 2 95 wherein 
said means for receiving and s^id coded means for 
transmitting are wireless. 



297. The security system of claim 293 



wherein : 



\ 



said means for authorizing comprises 
means for reading a token at said user control 
5 interface means; 



saAd indicium comprises a respective 
coded token unique\to each said at least one authorized 
user; and 

said\ activating of said means for 
authorizing comprises presenting said token to said 
token reading means 

298. The security system of claim 293 wherein 
said voice mail functionality is activated 
automatically upon entry of said system into said state 
consistent with presence of an authorized user on said 
premises . 

299. The security system of claim 293 wherein 
said telephone interface means further comprises means 
for remote access through which a user remotely 
controls, during a singl^ telephone call session to 
said system from a remote\ location, both (a) at least 
one security system contrql function, and (b) at least 
one voice mail function. 

300. The security \system of claim 293 further 
comprising at least one telephone set connected to said 
telephone line; wherein: \ 

said voice mail functionality comprises 
playback of an outgoing message to an incoming caller; 

said telephone interface means further 
provides a call screening function at at least one of 
(a) said at least one telephone set, and (b) said at 
least one user control interface means, said user 
control interface means including speaker means; and 

said call screening \Eunction is full- 
duplex, allowing said incoming caller to speak an 
announcement that is audible at saidNspeaker means 
during said playback of said outgoing Vnes sage . 



101. \a 
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e security system of claim 2 93 further 
comprising at leAst one telephone set connected to said 



herein: 



telephone line; v 

said telephone interface means further 
provides an aural indication at said at least one 
telephone set when a voice mail message has been 
received and is awaiting playback. 

302. Tho security system of claim 293 further 
comprising at leaj>t one telephone set connected to said 
telephone line, said least one telephone set having 
means for ringing; \ wherein : 

saidk user control interface means 
includes speaker meins; and 

said \elephone interface means further 

provides : 

a privacy function whereby said means 
for ringing can be deactivated under control of a user, 
and \ 

as part ®f said privacy function, a 
privacy breakthrough function whereby a caller issues a 
command when said privacy function is active for 
broadcasting a message orA said speaker means . 



3 03. The security system of claim 2 93 wherein 
said voice mail functionality includes a toll saver 
feature controlled by said \state of said system. 

304.. The security System of claim 303 wherein 
said toll saver feature is active only when said state 
of said system indicates absentee of authorized users 
from said premises. 



305. The security system of claim 304 wherein 
said toll saver feature can further be controlled by a 
user at said user control interface means. 
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306. Time security system of claim 3 05 further 
comprising at leapt one telephone set connected to said 
telephone line; wherein: 

said toll saver feature can be 
5 controlled by a user at at least one of said at least 
one telephone set. I 

307. The 1 security system of claim 293 wherein 
said telephone interface means further comprises : 

mear&s for displaying calling party 
identification datal said calling party identification 
5 data being displayed at said user control interface 
jji means; and 

means! responsive to said calling party 
identification data tor generating a distinctive 
^ ringing signal, different from a standard incoming 

y 10 ringing signal, based\ on said calling party 
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identification data. 



M 308. The sechrity system of claim 307 wherein 

said means for generating a distinctive ringing signal 
generates a first number of distinctive ringing 
signals, each distinctive ringing signal in said first 
5 number of distinctive ranging signals identifying at 
least one preselected cabling party from a second 
number of preselected calling parties. 

309. The security system of claim 308 wherein 
said first number is equal\ to said second number, 
whereby each distinctive ringing signal is associated 
with a unique preselected calling party. 



310. The security system of claim 308 wherein 
said first number is less than said second number, 
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whereby each distinctive ringing signal is associated 
with a plurality\of said preselected calling parties. 

311. Thfe security system of claim 308 wherein 
said means for generating distinctive ringing signals 
comprises means fob: interrupting said standard incoming 
ringing signal in k second number of ways equal to said 
second number of distinctive ringing signals, to 
produce said secondj number of distinctive ringing 
signals. 
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312. The Security system of claim 307 wherein 
said means for generating distinctive ringing signals 
comprises means for Interrupting said standard incoming 
ringing signal to propuce said distinctive ringing 
signal . 

313. The security system of claim 293 wherein 
said telephone interface means further comprises: 

means foo: displaying calling party 
identification data at said user control interface; 

means fori storing instructions for 
paging a user when said calling party identification 
data identifies one of at\ least one particular calling 
party; and 

processor mfeans for acting on said 
instructions and placing a\call to a user's pager when 
said calling party identification data identify one of 
said at least one particularX calling party. 




314. The security system of claim 293 further 
comprising at least one telephone set connected to said 
telephone line through said telephone interface means; 
wherein: \ 

at least one of sai\d at least one user 
control* interface means comprises speaker means; 
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said telephone interface means further 
comprises a publkc address function; whereby, when a 
user issues a command at said telephone set: 

said telephone set is disconnected from 
said telephone line and connected to said speaker means 
of said at least lone of said at least one user control 
interface means. 1 

315. Th4 security system of claim 314 wherein 
said telephone sett is connected to said speaker means 
of each said at least one of said at least one user 
control interface means. 

316. The security system of claim 314 
wherein, on command \of said user, said telephone set is 
connected to said speaker means of any one or more of 
said at least one of tsaid at least one user control 
interface means . \ 

317. The security system of claim 314 
wherein, when said user issues said command at said 
telephone set, said telephone interface means maintains 
said telephone line in kn off-hook condition while said 
public address function \is in use. 

318. The security system of claim 293 further 
comprising at least one telephone set connected to said 
telephone line through saiu telephone interface means; 
wherein: \ 

at least one\of said at least one user 
control interface means comprises a microphone ; 

said telephone\interf ace means further 
comprises a room monitor function; whereby, when a user 
issues a command at said telephone set: 

said telephone sets, is disconnected from 
said telephone line and connected\to said microphone of 
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said at least o^e of said at least one user control 
interface means 

319. The security system of claim 2 93 further 
comprising at least one telephone set connected to said 
telephone line through said telephone interface means; 
wherein : 

atl least one programmable parameter of 
said security system is programmable: 

(aj| at said at least one user control 
interface means; 

(b) \at said connected telephone set; and 

(c) \remotely by calling into said system 
on said telephone line . 

320. The security system of claim 319 
wherein: \ 

there a^re a plurality of said 
programmable parameters; and 

only a Subset of said plurality of 
programmable parameters! is programmable remotely. 

321. The security system of claim 293 further 
comprising at least one user-controlled processor means 
connected via modem means\to said telephone line 
through said telephone interface means; wherein: 



at least one programmable parameter of 



said security system is programmable; 

said telephortfe interface means includes 
means for detecting control sagnals sent from said 
user- controlled processor mean^s through said modem 
means ; whereby : 

responsive to sai^ control signals from 
said user-controlled processor me^ns, said telephone 
interface means disconnects from said telephone line 
and enters a user-controlled mode 
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322 . 
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he security system of claim 321 wherein 



in said user-coifctrolled mode said user-controlled 
processor means performs any one of : 

rogramming said at least one 
programmable parameter of said security system; 

downloading voice mail messages received 
voice mail functionality from said 
ace means to said user-controlled 
and 

loading voice prompts composed at said 
user-controlled processor means to said telephone 
interface means. 

323. The \security system of claim 321 wherein 
said user-controllefl processor means comprises a 
personal computer, 



as part of said 
telephone interf 
processor means; 

u 



324. The security system of claim '293 

wherein: 

said telephone line has central office 
voice mail associated therewith; and 
5 said voice mail functionality comprises 

indicating a central of nice voice message waiting. 



325. The security system of claim 324 wherein 
said indicating central office message waiting 
comprises providing an indication at said user control 
interface . 



326. The security system of claim 325 wherein 

\ontrol interface is 



said indication at said user 
visual . 
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327. The security system of clainu 325 wherein 
said indication $t said user control interface is 
aural . 

328. Th& security system of claim 324 further 
comprising at least one telephone set connected to said 
telephone line; wherein: 

said indicating central office message 
waiting comprises providing an indication at said 
telephone set . 

329. The Wcurity system of claim 328 wherein 
said indication at said telephone set is aural. 

, 330. The security system of claim 328 
wherein: \ 

said telephone set includes means for 
indicating visually; and 

said indication at said telephone set is 

visual . 



331. The security system of claim 293 wherein 
said telephone interface means further comprises means 
for remote access through which a user controls at 
least one security system cpntrol function via said 
telephone line. 



332. The security system of claim 331 wherein 
said user, through said means \f or remote access, 
controls said at least one security system function 
from a telephone at a remote location by calling into 
said telephone line from said remote location. 



333. The security system Nsf claim 331 further 
comprising at least one telephone set connected to said 
telephone line; wherein: \ 
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said user, through said telephone 
interface means, dontrols said at least one security 
system function frbm said telephone set. 



comprising at leastt one telephone set connected to said 
telephone line; wherein: 

said telephone interface means monitors 
said telephone linel and, when an outgoing telephone 
call is placed on skid at least one telephone set, logs 
said outgoing telephone call. 



means for storing data\identif ying numbers to which 
outgoing calls are restricted; and 



telephone set to one of said numbers to which outgoing 
calls are restricted, said Ntelephone interface means 
prevents said outgoing call\from being completed. 



said outgoing call, said telephone interface means 
allows said outgoing call to be completed to one of 
said numbers to which outgoing calls are restricted. 

337. The security system or claim 293 wherein 
said user control interface is connected to an external 
data network for at least one of (a) sending, and 
(b) receiving, data. \ 



334. The! security system of claim 293 further 




when an outgoing call is placed on said 
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338. The\security system of claim 337 

wherein: 

said\data comprise electronic mail; and 
access to said electronic mail is 
restricted based on siaid state of said system. 

339. The sequrity system of claim 338 wherein 
said electronic mail iis accessible when said state is 
consistent with presenpe of an authorized user on said 
premises . 

340. The security system of claim 339 having 
a plurality of authorized users, wherein: 

when a particular authorized user 
initiates said state consistent with presence of an 
authorized user by activating said means for 
authorizing, said user control interface means 
presents, for access at said user control interface 
means, only electronic mai]\ addressed to said 
particular authorized user. 

341. The security System of claim 340 

wherein: 

said means f or \authorizing comprises 
keypad means at said user control interface means; 

said indicium comprises a passcode 
unique to said particular authorized user; and 

said activation of said means for 
authorizing comprises entry of sa\d passcode at said 
keypad means 

342. The security system \f claim 340 

wherein : 

said means for authorising comprises 
means for receiving; 



10 
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Sc^id indicium comprises means for 
transmitting coded uniquely to said particular 
authorized user; And 

saip activation of said means for 
authorizing comprises activation of said coded means 
for transmitting ii communication range of said means 
for receiving. 



343. The 
said means for 
transmitting are w 



security system of claim 342 wherein 
receiving and said coded means for 
reless . 



344. The security system of claim 340 

wherein: 

said nteans for authorizing comprises 
means for reading a token; 

said indicium comprises a token coded 
uniquely to said particular authorized user; and 

said actiVation of said means for 
authorizing unit comprises presentation of said coded 
token to said token reading means. 



10 



345. The security system of claim 339 having 
a plurality of authorized users, wherein: 

when a particular authorized user 
initiates said state consistent with presence of an 
authorized user by activating^ said means for 
authorizing using an indicium Vinique to said particular 
authorized user, said user control interface means 
presents access, at said user cqntrol interface means, 
to electronic mail message sending from said particular 
authorized user. 



346. The security system 

wherein : 



claim 345 
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said means for authorizing comprises 
keypad means\ at said user control interface means; 

said indicium comprises a passcode 
unique to sai\i particular authorized user; and 

said presentation of said indicium 
comprises entry of said passcode at said keypad means 

347. {The security system of claim 345 

wherein: 

lid means for authorizing comprises 
means for receiving; 

said indicium comprises means for 
transmitting codes uniquely to said particular 
authorized user; and 

saifl activation of said means for 
authorizing comprises activation of said coded means 
for transmitting in\ communication range of said means 
for receiving . 

348. The security system of claim 347 wherein 
said means for receiving and. said coded means for 
transmitting are wireless. 

349. The secuVity system of claim 345 
wherein: \ 

said means for authorizing comprises 
means for reading a token; 

said indicium comprises a token coded 
uniquely to said particular authorized user; and 

said activation of said means for 
authorizing comprises presentation of said coded token 
to said means for reading. 

350. The security system of claim 337 
wherein: \ 

said data comprise electronic mail; 
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said System has at least one authorized 

user; and 

when cbne of said at least one authorized 
user enters a security system command at said user 
control interface by (activating said means for 
authorizing, said user control interface means sends an 
electronic mail messalge to a predetermined recipient 
advising of said entrk^ of said command by said one of 
said at least one authorized user. 

351. The security system of claim 350 

wherein : 

said mdans for authorizing comprises 
keypad means at said user control interface means ; 

said indicium comprises a passcode 
unique to said one of si^id at least one authorized 
user; and 

said activation of said means for 
authorizing comprises enqry of said passcode at said 
keypad means 



352. The security* system of claim 350 
wherein: \ 

said means for authorizing comprises 
means for receiving; 

said indicium fcomprises means for 
transmitting coded uniquely ta said one of said at 
least one authorized user; and* 

said activation bf said means for 
authorizing comprises activation of said coded means 
for transmitting in communication range of said means 
for receiving. 



353. The security system \of claim 352 wherein 
said means for receiving and said coded means for 
transmitting are wireless. \ 
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'354. The security system of claim 350 
wherein: I 

said means for authorizing comprises 
means for reading I a token; 

said indicium comprises a. token coded 
uniquely to said one of said at least one authorized 
user; and 1 

saip activation of said means for 
authorizing comprises presentation of said coded token 
to said means for reading. 

355. The [security system of claim 337 
wherein: I 

said external data network is the 
Internet; \ 

saidldata comprise World Wide Web pages; 

said \system has at least one authorized 
user; and \ 

when one of said at least one authorized 
user enters a security system command at said user 
control interface meals by activating said means for 
authorizing, said system retrieves a World Wide Web 
page directed to said ©ne of said at least one 
.authorized user and displays said World Wide Web page 
at said user control interface means. 

356. The security system of claim 355 
wherein: \ 

said means \ for authorizing comprises 
keypad means; \ 

said indicium comprises a passcode 
unique to said one of said at least one authorized 
user; and \ 



sa\ild activation of said means for 
authorizing comprises entry of said passcode at said 
keypad means , 



357. The (security system of claim 355 

wherein: 

saidl means for authorizing comprises 
means for receivings 

saiq indicium comprises means for 



transmitting coded 



uniquely to said one of said at 



least one authorized user; and 



saic 



for transmitting in 
for receiving . 



activation of said means for 



authorizing comprises activation of said coded means 



communication range of said means 



358 . The security system of claim 357 wherein 
said means for receiving and said coded means for 
transmitting are wireless. 

359. The security system of claim 357 

wherein: 

said meari^ for transmitting is encoded 
with multiple codes ; 

said activation of said means for 
authorizing comprises actiVation of a selected one of 
said multiple codes by saic\ one of said at least one 
authorized user; and 

said system retrieves a different World 
Wide Web page based on which \f said multiple codes has 
been selected. 



360. The security syste^n of claim 355 

wherein: 

said means for au 
means for reading a token; 



nzing comprises 
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5 said indicium comprises a token coded 

uniquely to said one <?f said at least one authorized 
user; and 

said adtivation of said means for 
authorizing comprises presentation of said coded token 
10 to said means for reading 



10 



wherein : 



361. The security system of claim 337 



said sy 



stem has at least one authorized 
user; I 

one of ^id at least one authorized user 
enters a security system command at' said user control 
interface means by activating said means for 
authorizing; \ 

said external data network is the 
Internet ; and \ 

said activation of said means for 
authorizing logs said one of said at least one 
authorized user onto the Internet at said user control 
interface means . 



10 



362. The security system of claim 337 

wherein : 

said system ha^ at least one authorized 

user; 

one of said at lbast one authorized user 
enters a security system commandk at said user control 
interface means by activating said means for 
authorizing using an indicium unique to said one of 
said at least one authorized user; 

said one of said at Ueast one authorized 
user uses said external data network^ to access a 
financial institution to perform a financial 
transaction; 
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said\indicium is registered with said 
financial institution as an identifier of said one of 
said at least one authorized user; and 

said dlndicium is sent to said financial 
institution as part op: said financial transaction. 

363. The security system of claim 337 wherein 
functions of said systlem are remotely accessible via 
said external data neqwork. 

364. The sequrity system of claim 337 

wherein: 

said syfetem transmits security data 
signals to a central communication station via said 
external data network and an alternate channel and 
awaits acknowledgment tnfereof; and 

when said ^acknowledgment arrives from a 
first one of said external data network and said 
alternate channel, said system terminates transmission 
of said security data on a \second one of said external 
data network and said alternate channel. 



365. The security system of claim 364 

wherein: 

one of said external data network and 
said alternate channel normally operates faster than 
another of said external data network and said 
alternate channel ; and 

said system begiiis transmission of said 
security data signals on said onte of said external data 
network and said alternate channel before beginning 
transmission of said security data signals on said 
another of said external data network and said 
alternate channel . 
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366. The security system of claim 364 further 
comprising firewall means between said user control 
interface means and said external data network ; 
wherein : 

said firewall means allows only 
communication originating at said system and prevents 
communication originating on said external data 
network; and 

to receive said acknowledgment from said 
central communication station, said system initiates 
communication with said external data network so that 
said firewall means allows said communication, said 
initiated communication including a query to said 
external data network fior said acknowledgment to be 
communicated from said central communication station to 
said system. 



367. The security system of claim 366 wherein 
said query to said external network comprises a query 
to said central communication station. 

368. The security! system of claim 364 wherein 
said alternate channel is said telephone line. 



369. The security system of claim 337 
wherein: \ 

said system transmits security data 
signals to a central communication station via a 
plurality of channels; and 

when said acknowledgment arrives from a 
first one of said plurality of channels, said system 
terminates transmission of said \security data on each 
other one of said plurality of channels. 



wherein: 



370. The security systei 



of claim 369 
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one \of said plurality of channels 
normally operates faster than others of said plurality 
of channels; and \ 

said system begins transmission of said 
security data signal*; on said one of said plurality of 
channels before beginning transmission of said security 
data signals on said others of said plurality of 
channels. 

371. The security system of claim 337 wherein 
said system accepts commands from a user via said 
external data networ} 



372. The security system of claim 371 further 
comprising firewall means between said user control * 
interface and said external data network; wherein: 

said firewall means allows only 
communication originating at said system and prevents 
communication originating on said external data 
network; and ^ 

to receive^ said commands from said user, 
said system initiates communication with said external 
data network so that said^f irewall means allows said 



communication, said initiated communication including a 
query to said external data network for commands issued 
by said user to be communicated from said external data 
network to said system. 



373. The security system of claim 337 wherein 
said system sends security da^a signals to 
predetermined recipients via said external data 
network . 



374. The security system of claim 337 
comprising more than one of said user control interface 
means, each said user control interface means 
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functioning as ^n independent terminal of said external 
data network. 

375. Ttle security system of claim 337 further 
comprising firewall means between said user control 
interface means a^id said external data network; 
wherein : 

said firewall means allows only 
communication originating at said system and prevents 
communication originating on said external data 
network; and 

to {receive data, said system initiates 
communication withl said external data network so that 
said firewall means allows said communication, said 
initiated communication including a query to said 
external data network for data sought to be 
communicated from Sc\id external . data network to said 
system. 

376. A security system for monitoring user 
premises, said system \ comprising : 

at leaat one means for sensing; 
at lease one means for output ting an 



at least\ one user control interface 



alarm; 

means ; and 

a system Controller means connected to 
said means for sensing, said means for outputting an 
alarm and said user control interface means; wherein: 

at least one of said at least one user 
control interface means is\ connected to an external 
data network for at least ofie of (a) sending, and 
(b) receiving, data, 



377. The security system of claim 376 wherein 
said data comprise electronic Vail . 



378. The 



wherein : 



means is used by a 
state of said syst 

sai 

that said system i 
means for sensing 
for output ting an 
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security system of claim 376 



sai i at least one user control interface 



user to enter commands affecting a 
em; and 

d system, when said state indicates 
s active, monitors said at least one 
and outputs an alarm on said means 
alarm when said at least one means 



10 for sensing indicates that an alarm condition exists. 

379. The\ security system of claim 378 

wherein: 

said data comprise electronic mail; and 
access to said electronic mail is 
restricted based on \said state of said system. 



380. The security system of claim 379 wherein 
said electronic mail lis accessible when said state is 
consistent with presence of an authorized user on said 
premises . 
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381. The sedurity system of claim 380 having 
a plurality of authorised users, and having means for 
authorizing for uniquely identifying each of at least 
one of said authorized vusers, wherein: 

a particular authorized user initiates 
said state consistent wAth presence of an authorized 
user by activating said authorization unit using an 
indicium unique to said particular authorized user; and 

said user aontrol interface means 
presents for access at saiid user control interface 
means only electronic mail Addressed to said particular 
authorized user. 



151 



382. The sejcurity system of claim 381 
iser control interface means 



wherein : 

said uk 

comprises keypad means 

said indicium comprises a respective 
ch said at least one authorized 



passcode unique to ea|( 
user; and 

said activating of said means for 
authorizing comprises entry of said passcode at said 
keypad means . 

383. The security system of claim 381 

wherein: 

said usdr control interface means 
comprises means for receiving; 

said indicium comprises a respective 
means for transmitting uniquely coded to each of said 
at least one authorized ruser; and 

said activating of said means for 
authorizing comprises activation of said coded means 
for transmitting in communication range of said means 
for receiving. 



384. The security system of claim 383 wherein 
said means for receiving a\d said coded means for 
transmitting are wireless. 



385. The security system of claim 381 

wherein: 

said user contitel interface means 
comprises means for reading a qpken; 

said indicium comprises a token uniquely 
coded to each of said at least one authorized user; and 

said activating of ^said means for 
authorizing comprises presentation of said coded token 
to said means for reading. 
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386. The security system of claim 380 having 
a plurality of authorized users, and having a means for 
authorizing for uniquely identifying each of at least 
one of said authorized users, wherein: 

a particular authorized user initiates 
said state consistent with presence of an authorized 
user by activating! said means for authorizing using an 
indicium unique tolsaid particular authorized user; and 

said user control interface means 
presents access at Isaid user control interface means to 
electronic mail message sending from said particular 
authorized user. \ 

387. The security system of claim 386 
wherein: \ 

said liser control interface means 
comprises keypad meanfe; 

said imdicium comprises a respective 
passcode unique to eaoh of said at least one authorized 
user; and \ 

said activation of said means for 
authorizing indicium comprises entry of said passcode 
at said keypad means \ 

388. The security system of claim 386 
wherein: \ 

said user control interface means 
comprises means for receiving; 

said indicium comprises a respective 
means for transmitting uniquely coded to each of said 
at least one authorized usei; and 

said activation of said means for 
authorizing unit comprises activation of said coded 
means for transmitting in communication range of said 
means for receiving. \ 



\ 
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38 9. The 
said means for rec& 
transmitting are wi 



3 90. The 



security system of claim 38 8 wherein 
iving and said coded means for 
reless . 

security system of claim 99 wherein: 



saic. user control interface means 



comprises means for 

said 



reading a token; 

indicium comprises a respective 
token uniquely cod&d to each of said at least one 
authorized user; and 

said activation of said means for 
authorizing comprises presentation of said coded token 
to said means for reading. 



391. The security system of claim 376 
wherein: \ * 

said djata comprise electronic mail; 

said system has at least one authorized 
user, and has a means If or authorizing for uniquely 
identifying each of at\ least one of said authorized 
users; and \ 

when one of said at least one authorized 
user enters a security system command at said user 
control interface means \by activating said means for 
authorizing using an indicium unique to said one of 
said at least one authorized user, said user control 
interface sends an electronic mail message to a 
predetermined recipient advising of said entry of said 
command by said user . 



392. The security system of claim 391 

wherein: 

said user control interface means 
comprises keypad means; 
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said indicium comprises a respective 
passcode unique po each of said at least one authorized 
user; and 

sd±d activation of said means for 
authorizing comprises entry of said passcode at said 
keypad means . 

3 93. Th^ security system of claim 3 91 

wherein: 

said user control interface means 
comprises a means if or receiving; 

saia indicium comprises a respective 
means for transmitting uniquely coded for each of said 
at least one authorized user; and 

saidl activation of said means for 
authorizing comprises activation of said coded means 
for transmitting in \communication range of said means 
for receiving . 

3 94. The security system of claim 3 93 wherein 
said means for receiving and said coded means for 
transmitting are wireless. 



\ 



395. The security system of claim 391 

wherein: ^ 

said user control interface means 

comprises means for reading a token ; 

said indicium comprises a token uniquely 

coded to each of said at Veast one authorized user; and 

\ 

said activation of said means for 
authorizing comprises presentation of said coded token 
to said means for reading. 



396. The security system of claim 376 
wherein: \ 



Internet ; 



said 

said 
said 
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r 

external data network is the 

data comprise World Wide Web pages; 
system has at least one authorized 
user, and has a means for authorizing for uniquely 
identifying each of at least one of said authorized 
users; and 

when one of said at least one authorized 
user enters a security system command at said user 
control interface means by activating said means for 
authorizing using ai indicium unique to said one of 

ithorized user, said system 
:.de Web page directed to said one of 
thorized user and displays said 
t said user control interface. 



said at least one a 
retrieves a World W 
said at least one a 
World Wide Web page 



397. The security system of claim 396 

wherein: 

said User control interface means 
comprises keypad means; 

said ilndicium comprises a respective 
passcode unique to eajch of said at least one authorized 
user; and 

said afctivation of said means for 
authorizing comprises \entry of said passcode at said 
keypad means . 



398. The security system of claim 396 

wherein: 

said usefr control interface means 
comprises means for receiving; 

said indicium comprises a respective 
means for transmitting uniquely coded for each of said 
at least one authorized user; and 

said activation of said means for 
authorizing comprises activation of said coded means 



for transmitting in 
for receiving. 
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communication range of said means 



399. The security system of claim 398 wherein 
said means for receiving and said coded means for 
transmitting are wireless. 

400. The security system of claim 398 

wherein: 

said 

is encoded with mulb 

said 

authorizing comprise 
said multiple codes 
authorized user; and 

said system retrieves a different World 
Wide Web page based §n which of said multiple codes has 
been selected. 



respective means for transmitting 
iple codes; 

activation of said means for 

s activation of a selected one of 

by said one of said at least one 



401. The security system of claim 396 

wherein: 

said usfer control interface means 
comprises means for reading a token; 

said indicium comprises a respective 
token uniquely coded for each of said at least one 
authorized user; and 

said actiVation of said means for 
authorizing comprises presentation of said coded token 
to said means for reading. 



402. The security\system of claim 376 

wherein: 

said system ha^te at least one authorized 
user, and has a means for authorizing for uniquely 
identifying each of at least onl? of said authorized 
users ; 
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iff 

in 

m 



10 



15 



10 



15 



- 157 - 



said at least one authorized user 
for authorizing using an indicium 
said at least one authorized 



one of 
activates said means 
unique to said one of 
user; 

said External data network is the 
Internet; and / 

said /activation of said means for 
authorizing logs said one of said at least one 
authorized user ontp the Internet at said user control 
interface means. 



403. The 



wherein: 



security system of claim 376 



said system has at least one authorized 
user, and has a means for authorizing for uniquely 
identifying each of \at least one of said authorized 
users; 

one of said at least one authorized user 
enters a security system command at said user control 
interface means by activating said means for 
authorizing using an tindicium unique to said one of 
said at least one autkorized user; 

said ole of said at least one user uses 
said external data neowork to access a financial 
institution to perform! a financial transaction; 

said indicium is registered with said 
financial institution aW an identifier of said one of 
said at least one authorized user; and 

said indicium is sent to said financial 
institution as part of said financial transaction. 



404. The security system of claim 376 wherein 
functions of said system are^ remotely accessible via 
said external data network. 
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405. The security system of claim 376 



wherein : 



said system transmits security data 
signals to a central communication station via said 
external data network and an alternate channel and 
awaits acknowledc rment thereof; and 

wnen said acknowledgment arrives from a 
first one of sai i external data network and said 
alternate channel, said system terminates transmission 
of said security data on a second one of said external 
data network and said alternate channel. 



406. The security system of claim 405 
wherein: 1 

oivb of said external data network and 
said alternate channel normally operates faster than 
another of said external data network and said 
alternate channel;! and 

saip system begins transmission of said 
security data signals on said one of said external data 
network and said alternate channel before beginning 
transmission of saild security data signals on said 
another of said external data network and said 
alternate channel . 



407. The security system of claim 405 further 
comprising firewall means between said user control 
interface means and s^id external data network; 
wherein : 

said firewall means allows only 
communication originating at said system and prevents 
communication originating on said external data 
network; and 

to receive ^said acknowledgment from said 
central communication station, said system initiates 
communication with said external data network so that 



15 
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said firewall means allows said communication/ said 
initiated communication including a query to said 
external data network for said acknowledgment to be 
communicated from said/ central communication station to 
said system. 



408. The security system of claim 407 wherein 
said query to said external network comprises a query 
to said central communication station. 

409. The security system of claim 405 wherein 
said alternate channel is said telephone line. 

410. The sequrity system of claim 376 

wherein : 

said syfetem transmits security data 
signals to a central communication station via a 
5 plurality of channels; land 

when saaid acknowledgment arrives from a 
first one of said plurality of channels, said system 
terminates transmission! of said security data on. each 
other one of said plurality of channels . 
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411. The security system of claim 410 

wherein : 

one of said plurality of channels 
normally operates faster \than others of said plurality 
of c hanne 1 s ; and 

said systerfc begins transmission of said 
security data signals on said one of said plurality of 
channels before beginning transmission of said security 
data signals on said others\of said* plurality of 
channels. 



\ 
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412. The security system of claim 376 wherein 
said system accepts commands from a user via said 
external data network. 



413. The security system of claim 412 further 
comprising firewall means between said user control 
interface means and said external data network; 
wherein : 

said firefwall means allows only 



communication originating at said system and prevents 
communication originating on said external data 
network; and 

to receive said commands from said user, 
said system initiates communication with said external 
data network so that said firewall means allows said 
communication, said initiated communication including a 
query to said external data network for commands issued 
by said user to be communicated from said external data 
network to said system. 



414. The security system of claim 376 wherein 
said system sends security data signals to 
predetermined recipients ^ia said external data 
network . 

415. The security system of claim 376 
comprising more than one of\ said user control interface 
means, each said user control interface means 
functioning as an independent terminal of said external 
data network. 



416. The security sytstem of claim 376 further 
comprising firewall means between said user control 
interface means and said external data network; 
wherein : 
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said firewall means allows only 
communication originating at said system and prevents 
communication originating on said external data 
network; and 

to receive data, said system initiates 
communication with said external data network so that 
said firewall means aljlows said communication, said 
initiated communication including a query to said 
external data network/ for data sought to be 
communicated from said external data network to said 
system. 



417. A secijre communications system 
comprising : 

first I communication means connected to a 
communication medium* 

central communication means connected to 
said communication nfedium; and 

at lejast second communication means 
connected to said ccmmunication medium; wherein: 

all qommunication between said first 
and said central communication 
said first communication means ; 



communication means 
means is initiated bly 



communication means 



communication between said first 



and said second communication means 



is established by le iving a message for said first 



at said central communication means 

ion is desired between said first 
atbd said second communication 



communication means 
indicating communicat\: 
communication means 
means ; and 

when sAid first communication means 
initiates communication with said central communication 
means, said first communication means receives said 
message for said first communication means, maintains 
its initiated communication with said central 
communication means and instructs said central 
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communication means no relay communications between 



said first communicat 
communication means. 



Lon means and said second 



418 . The secure communications system of 
claim 417 wherein saiid message for said first 
communication means jjs left by said second 
communication means 



419. The secure communications system of 



claim 417 wherein s 
communication means 
communication means 

42 0 . The 
claim 417 wherein: 

said 

a first firewall 
and said communicat 

said 

communication ori 
means and prevents 
communication medium 



id message for said first 
is left by said second 



secure communications system of 

first communication means includes 
between said first communication means 
on medium; and 
first firewall allows only 
igirating at said first communication 
communication originating on said 



421. The secure communications system of 
claim 417 wherein: 

said flirst communication means further 
comprises first encryption means for encrypting and 
decrypting communications using a first digital key 
identified with said nirst communication means; 

said central communication means further 

comprises : 

central \encryption means for encrypting 
and decrypting communicakions using a digital key, and 



13 

*0 
SB 

m 
m 
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key memory for storing said first 
digital key and associating said stored first digital 
key with said first communication means; 

said first communication means uses said 
15 first encryption means to encrypt with said first 
digital key each communication sent to said central 
communication means, and to decrypt with said first 
digital key each communication received from said 
central communication means; and 
2 0 said central communication means uses 

said central encryption means to encrypt with said 
first digital key each communication sent to said first 
communication static i and to decrypt with said first 
station digital key each communication received from 
25 said first communication station. 

422. The secure communications system of 
claim 421 wherein: 

communication between said second 
and said central communication 
means is initiated 3y said second communication means; 

communication between said second 
communication means and said first communication means 
is established by leaving a message for said second 



10 



all 

communication means 



communication means 
indicating communic 
communication means 
and 

when 



at said central communication means 
ation is desired between said second 
and said first communication means; 

said second communication means 



initiates communicanion with said central communcation 
15 means, said second communication means receives said 
message for said second communication means, maintains 
its initiated communication with said central 
communication means and instructs said central 
communication means to\ relay communications between 



said first communi 
communication means 

423. The 
claim 422 wherein s 
communication means 
means . 



i\ati 
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on means and said second 



424. The 



secure communications system of 
aid message for said second 
is left by said first communication 



secure communications system of 



claim 422 wherein said message for said second 



communication means 
communication means 



425. The 
claim 422 wherein: 

said 

a second firewall 
means and said 

said 

communication ori 
means and prevents 
communication medium 



secure communications system of 



is left by said central 



second communication means includes 
between said second communication 
communication medium; and 

second firewall allows only 

ing at said second communication 
dommunication originating on said 



giiiat: 



426. The secure communications system of 
claim 422 wherein: 

said feecond communication means further 
comprises a second encryption means for encrypting and 
decrypting communications using a second digital key * 
identified with said second communication means ; 

said key memory of said central 
communication means further stores said second digital 
key and associates saltcL stored second digital key with 
said second communication means; 

said second communication means uses 
said second encryption means to encrypt with said 
second digital key each communication sent to said 



central communication means, and to decrypt with said 
second digital key eactJ communication received from 
said central communi cat/ion means; and 

said central communication means uses 
said central encryption means to encrypt with said 
second digital key each communication sent to said 
second communication means and to decrypt with said 
second digital key each communication received from 
said second communication means. 



42 7. The se 
claim 42 6 wherein: 

said f 

premises alarm system 

said 

central alarm monit 



cpure communications system of 

rst communication means is a 
and 

sfecond communication means is a 
station. 



or i_ng 



428. The secure communications system of 
claim 42 6 wherein: 

said first communication means is a 

system; and 
said iecond communication means is a 
second premises alarn system. 



first premises alarm 



429. The secure communications system of 
claim 426 wherein: 

said ftLrst communication means is a 
premises alarm system! and 

said second communication means is a 
remote communications terminal. 



430. The securlf communications system of 
claim 417 wherein: 

all communication between said second 
communication means and said central communication 
means is initiated by said second communication means 
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communidation between said second 
communication means ana said first communication means 
is established by leaving a message for said second 
communication means at/ said central communication means 
indicating communi cat a/on is desired between said second 
communication means aipd said first communication means; 
and 

when s[aid second communication means 
initiates communication with said central communcation 
means, said second communication means receives said 



message for said se 
its initiated commur 
communication means 
communication means 
said first communic 
communication means 



ond communication means, maintains 

ication with said central 

and instructs said central 

to relay communications between 

tion means and said second 



Id 



431. The secure communications system of 
claim 43 0 wherein siid message for said second 
communication means | is left by said first communication 
means . 



432. The secure communications system of 
claim 43 0 wherein salid message for said second 
communication means p_s left by said central 
communication means. 



433. The secure communications system of 
claim 43 0 wherein: 

said second communication means includes 
a second firewall between said second communication 
means and said communication medium; and 

said second firewall allows only 
communication originating at said second communication 
means and prevents communication originating on said 
communication medium. 



0 
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434. The secures communications system of 
claim 43 0 wherein: 

said firs: communication means is a 
premises alarm system; and 
5 said second communication means is a 

central alarm monitoring station. 



is 

m 
m 



I— L 
I ~. \ 

Q 



435. The secujre communications system of 
claim 43 0 wherein: 

said firfst communication means is a 



first premises alarm s 
5 said se 

second premises alarm 



ystem; and 

:ond communication means is a 
ystem. 



said fi 

premises alarm system; 



436. The secjare communications system of 
claim 43 0 wherein: 

.est communication means is a 
and 

5 said second communication means is a 

remote communications terminal. 

437. The sec ire communications system of 
claim 417 wherein: 

said first communication means is a 
premises alarm system; land 
5 said second communication means is a 

central alarm monitoring station. 



438. The securlp communications system of 
claim 417 wherein: 

said first \ communication means is a 
first premises alarm system; and 
5 said second Yommunication means is a 

second premises alarm syster 
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439. The secure Communications system of 
claim 417 wherein: 

said first /communication means is a 
premises alarm system; anc 

said second communication means is a 
remote communications tei/minal . 



15a? 



in 



id 

•err- 



10 



15 



20 



440. The secuce communications system of 
claim 417 further comprising: 

at said /central communication means, at 
least one service agent means for communicating between 
said first communicati/on means and at least one service 
on said communications medium; wherein: 

at lea/st one of said at least one 
service requires a secure identifier for access 
thereto; and 

at lefest one of said at least one 
service agent measn comprises means for securely 
storing an identifier, a user at said first 



communication means 
identifier for said 
service; whereby: 

when 

one of said at least, 
transmit said secure 



registering said user's secure 
at least one of said at least one 



said user accesses said at least 
one service, said user need not 
identifier over said communication 
medium, said secure {identifier being transmitted 
securely by said servvice agent means from said secure 
identifier storage means. 



441. A secure communications system for 
communicating between! first and second communication 
means connected to a communications medium; said system 
comprising: 

a central communication means connected 
to said communication medium and having a secure 
digital session key generating means; wherein: 
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each ofl said first and second 
communication means further comprises a respective 
encryption means for encrypting and decrypting 
communications using a digital key; 

all cdmmunication with said first 
communication means i/s initiated by said first 
communication means; 

all communication with said second 
communication statiob is initiated by said second 
communication means;/ 

comnumication between said first 
communication means and said second communication means 
is established by generating at said secure digital 
session key generating means a secure digital session 
key and leaving a respective message at said central 

for each of said first and second 
each said respective message 
including said secuie digital session key; 

when I said first communication means 
initiates communication with said central communication 
means, said first communication means receives said 
message including said secure digital session key; 

when said second communication means 
initiates communication with said central communcation 
means, said second communication means receives said 
message including saicft secure digital session key; and 

said finst and second communication 
means communicate with one another using said secure 
digital session key and )§aid respective encryption 
means . 



communication means 
communication means 



